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Abstract

We describetcpanaly , atool for automaticallyanalyzinga TCP imple-
mentations behaior by inspectingpaclet tracesof the TCP's actvity. Do-
ing sorequiressurmountinganumberof hurdles jncludingdetectingpaclet
lter measuremenrgrrors,copingwith ambiguitiesdueto the distancebe-
tweenthe measuremerpoint andthe TCR, andaccommodating surpris-
ingly large rangeof behaior amongdifferent TCP implementations.We
discusswhy our efforts to develop a fully generaltool failed, and detail
a numberof signi cant differencesamong8 major TCP implementations,
someof which, if ubiquitous,would devastatelnternetperformance.The
mostproblematicT CPswereall independentlyvritten, suggestinghatcor
rect TCP implementationis fraughtwith dif culty. Consequentlyit be-
hoovesthe Internetcommunityto develop testingprogramsandreference
implementations.

1 Intr oduction

Therecanbeaworld of differencebetweerthebehaior we expect
of atransporprotocol,andwhatwe getfrom anactualimplementa-
tion. Somesurprisecomefrom behaior thatis consistentvith the
protocolspeci cation,yet unexpectedbecaus®f unforeseetnter
actionsbetweertheprotocolandthenetwork. Othersurprisegome
from incorrectimplementationsywhich maybe dueto logic errors,
misinterpretationsf thespeci cation,or consciousiecisiondo vi-
olateit in orderto gainbetterperformance.

For anetwork suchastheInternet surprisingoehaior canprove
disastrousFor example theoriginal TCP speci cationdid notde-
tail how mary pacletsa TCP endpointshouldretransmitwhenit
believesit hasdetectegacletloss. Thisledto anunforeseeinter
actionin which congestioncollapserenderedhe network useless
during periodsof heary load [Ja88]. The situationwasremedied
by Jacobsors work on congestioravoidance now partof the TCP
speci cation. However, the Internetcanstill be subjectto conges-
tion collapsef TCPsdonotcorrectlyimplementhesere nements.
Internetstability relieson the correctnessf themyriad TCPsused
by its hosts almostnoneof which have receved closescrutiry.
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Thesesortsof problemsarenotrestrictedo TCP. Similarissues
ariseconcerningheInternets routing protocolsanddistributeddo-
mainnamesystemfor example.In this papemwe focuson analysis
of TCP implementationsbut similar techniquesould prove very
usefulfor examiningthe behaior of thekey elementof ary large,
heterogeneousetwork.

Therehave beennumerousstudiesexploring protocolbehaior,
usuallyconductedn the context of simulatingvariationsof a sin-
gle, sometimesabstractimplementatiorof the protocol. Studies
of particularimplementationdiave beenfew, almostall involving
manuallyvaryingtheinputsreceived by the protocolandmanually
analyzingthe subsequerttehaior.

We becamanterestedn the problemof automaticallyanalyzing
a TCP's behaior whenfacedwith a wealthof TCP tracedatafor
which we wishedto distinguishthe effects of the TCP endpoints
from thosedueto the network pathitself [Pa974. In this papemwe
discusdcpanaly , atool we developedthatanalyzepaclet Iter
tracesproducedby tcpdump [JLM89]. tcpanaly hascoded
within it knowvledgeof a large numberof TCP implementations.
Usingthis, it candeterminewhethera given traceappearsonsis-
tentwith a givenimplementationand, if so, exactly why the TCP
choseto transmiteachpaclet atthetime it did. If atraceis found
inconsistentvith aTCR tcpanaly  eitherdiagnosesilikely mea-
surementerror presenin thetrace,or indicatesexactly wherethe
activity in thetracedeviatesfrom thatof the TCP, which cangreatly
aidin determininghow thetracedimplementatiorbehaes.

Our approachdiffers from most previous studies in that
tcpanaly ‘s analysisis entirely con ned to inspectingpaclet
traces. One major bene t of this approachis that we can use
tcpanaly  to analyzeTCP implementationgor which we have
no sourcecodeaccessandno opportunityto directly instrumentor
manipulateheimplementation All we needis to somehw obtain
tracesof the TCP sendingandreceving bulk datatransfers.

Tablel summarizeshedifferentTCPimplementationsve stud-
ied, giving the name, the different versions,and the numberof
tcpdump traceswe hadof theimplementatiorsendingor recev-
ing a bulk transferof 100 Kbyte. The large numberof tracesis
bene cial in providing opportunitiesto obsere rarely-manifested
behaior. The secondgroupin the table (Windows 95/NT, Trum-
pet/WWnsock,Linux version2) werecontritutedby colleaguesub-
sequento the main part of our study They re ect variable-sized
transfersWe have notincorporatedheseimplementationgyetinto
thoseknown to tcpanaly

For the main TCPsin our study all but Linux, Solaris, and
SunOS4.1 are somevariant of the “Reno” TCP distributed with

We planto publicly releasdcpanaly by Sept.1997.



Implementation || #Sender| #Recever || Lineage |

BSDI1.1,2.0,2.1 3,394 3,605 || Reno
DECOSF/11.3a,2.0,3.0,3.2 1,874 1,897 || Reno
HP/UX 9.05,10.00 1456 1553 || Reno
IRIX 4.0,5.1,5.2,5.3,6.2 3,046 3,119 || Reno
Linux 1.0 23 26 || Indep.
NetBSD1.0 122 121 || Reno
Solaris2.3,2.4 5,705 5,535 || Indep.
SunO+.1 4,353 4,156 || Tahoe
Linux 2.0.30,2.1.36 46 19 || Indep.
Trumpet/VWhsock2.0b,3.0c 7 6 || Indep.
Windows 95, Windows NT 8 6 || Indep.
[ Total [[ 20,034 ] 20,043 |

Tablel: TCPimplementationstudied

BSD Unix. SunO$4.1is avariantof “Taho€, aRenopredecessor
We referto Tahoe-and Reno-dered TCPscollectively as“BSD-
derived” The Linux and Solarisimplementationshowever, were
writtenindependentlyf the BSD TCPsandof eachother

In the next sectionwe summarizeprevious work on analyzing
TCPimplementationsWe thenturnin 3 to theimportantprob-
lem of how to calibratetracesproducedby paclet Iters to elimi-
nateor copewith measuremergrrors.In 4 we discussthebasic
designof tcpanaly ; in particular why we foundwe hadto code
into it speci ¢ knowledgeaboutdifferent TCPsinsteadof writing
it asa“generic” TCPanalysistool. 5 discusse@ generalterms
hov we addnew implementationgo tcpanaly ,and 6and 7
thendetailhow tcpanaly  analyzesa TCP's senderandrecever
behaior. 8and 9 discussthe differentbehaiors obsered for
the implementationsn Table 1. Oneof the important ndings is
thatindependently-writte CPstendto have muchmore signi -
cantcongestiorandperformanceroblemshanBSD-dervedones.
This motivatedusto brie y analyzein 10theadditionalindepen-
dentimplementationdistedin the secondpartof Table1l. We nd
one of them, Trumpet/Wnsock, exhibits severede ciencies. The
obserationthatif any oneof severalof theimplementationé our
studywereubiquitous thentheirbehaior would devastatdnternet
performanceleadsusin  11to emphasiz¢heneedfor thelnternet
communityto provide analysigoolsandreferencémplementations
to aid theefforts of implementors.

2 Previousimplementation studies

Several researcherbave previously studiedand characterizedhe
behaior of TCPimplementationsysingdifferenttechniquegrom
ours.In this sectionwe give a brief overview of thetechniquesnd
results,andattheendcomparehe studieswith ours.

ComerandLin studiedTCP behaior usingatechniquetermed
active probing [CL94]. Active probingconsistsof treatinga TCP
implementatiorasa blackboxandobservinghow it reactgo exter
nal stimuli, suchas a loss of connectiity to the other endpoint.
They examined ve implementations,|RIX 5.1.1, HP-UX 9.0,
Sun0S4.0.3, Sun0S4.1.4, and Solaris 2.1, to determinetheir
initial retransnissiontimeoutvalues,“keep-alve” stratgies, and
zero-windev probingtechniques.The authors'emphasisvas on
correctnesin termsof the TCP standardsandthey found several
implementationa ws.

Brakmo and Petersonanalyzed performanceproblems they

foundin TCP Lite, awidely-usedsuccessoto TCP Reno[BP95].
TCPLite is alsoknown as“Net/3,” thenamewe will subsequently
use. Their approachwasto simulateNet/3's behaior usinga sim-
ulatorthatdirectly executedtheNet/3code.They foundanerrorin
the"headerprediction”codethatcouldleadto afailureto shrinkthe
congestiorwindov whenrequired;inaccuraciesomputingthe re-
transmissionimeout(RTO) dueto detailsof theintegerarithmetic
usedto approximatehetruereal-numberedalculationsgonfusion
aboutwhetherthe “maximum seggmentsize” (MSS) variableused
for sizingdatapacletsandupdatingthe congestiorwindow should
includethe sizeof TCPheadeioptions;very bursty behaior when
the offeredwindow adwancesa large amount(dueto anincoming
ackfor alargeamountof new data);anda“fenceposterrorfor de-
terminingwhetherthe congestiorwindown needgo be shrunkafter
a fastrecorery sequence They alsodiscussedx esfor the prob-
lems.

Stevensdevotesa chapterin [St96] to an analysisof the beha-
ior of a large numberof TCP connectiongnadeto a World Wide
Web sener runningNet/3 TCP. He characterizedhe rangeof op-
tionsofferedby theremoteTCPs, nding tremendousariation(in-
cluding mary obviously incorrectvalues);the rate at which con-
nectionattemptsandre-attemptarrived;thevariationin roundtrip
time betweernthe sener andthe remoteclients; andthe pending-
connectiorload on the sener. He further found that almost10%
of all SYN paclets were retransmitted;someremote TCPs sent
“storms” of upto 30 SYNs/seall requestinghe sameconnection;
andsomeremoteTCPsdid not correctlybackoff their connection-
establishmentetrytimer. He alsoidenti ed threeNet/3implemen-
tationbugsanddiscussedx es.

In recentwork, Dawson, Jahaniarand Mitton studiedsix TCP
implementations—Sun08.1.3, AIX 3.2.3, NeXT (Mach 2.5),
0S/2,Windows 95, andSolaris2.3—usinga “softwarefaultinjec-
tion” tool they developed[DIM97]. Their basicapproacthis are-
nement of ComerandLin's “active probing; in which they inter-
posea generalpurposepaclet manipulationprogrambetweerthe
TCPimplementatiorandtheactualnetwork, sothey canarbitrarily
control the pacletsthe TCP sendsandreceves. The main focus
wason TCPtimer managemeniThey foundthatkeep-alve beha-
ior andretransmissiosequencesary a greatdeal,andthatsome
TCPsdonotcorrectlyterminateheirconnectionsvith RSTpaclets
if the maximumretransmissiomrountis reached.They alsofound
that Solaris2.3 usesa muchlower initial RTO, around300 msec,
thanthe otherimplementation¢ComerandLin foundthe samefor
Solaris2.1 [CL94]), and takes much longerto adaptthe RTO to
higher measuredound-triptimes(RTTs). We discus$othof these
latterproblemdurtherin  8.6.

Exceptfor [St96, thesepreviousstudiesusedactivetechniques,
in which animplementatiors behaior is examinedby controlling
thepacletsit recevesanddeterminingts responseAll of thestud-
ies involve manualanalysis. Our emphasidgs on off-line analysis
of paclet traces,a passivetechnique which is logistically much
easietto effect,andon developinga programfor performingauto-
matedanalysisof thetraces By encapsulatingnowledgeof paclet
traceanalysisn aprogramwe aimto broadertheavailability of the
analysisandprovide abaseonwhichto build futureanalysisfforts.
We notethatonecancombineactive techniquesfor controllingthe
stimuli seenby a TCPimplementationwith automatednalysisof
tracesof theresultsfor determininghe TCP'sresponse.



3 Calibrating packet lters

Whenusingpaclet tracesto analyzetransporiandnetwork beha-
ior, a fundamentalssuethat mustbe addresseds the accurag of
the traceitself. Paclet tracesare createdby using padet lter s,
operatingsystemservicesor selectvely recordingnetwork traf c.
In this sectionwe discusghe differentsortsof measuremergrrors
anddif culties paclet lters canintroduce,andhow tcpanaly
strivesto detectthem.

We assumdamiliarity with how paclet Iters work: in partic-
ular, the notionsof generatingimestampghat re ect wheneach
pacletwascapturedthepossibilitythatpacletsarecaptureceither
directly at oneof the connectiorendpointsor by passiely moni-
toringabroadcashetwork usedby theendpoint;andthedistinction
betweerkernel Itering, in which the operatingsystenmkernelpos-
sessesufciently rich internal ltering to itself winnow down the
paclet streamto just thoseof interest,versususerlevel ltering,
which entailscopying the potentiallyvery high volumeof network
traf c fromthekernelupto theuserlevel (merelysoalmostall of it
canbediscarded)possiblyaggraatingthe problemof paclet Iter
drops( 3.1.1).

We also assumefamiliarity with the informal notion of “wire
time; meaningthe time whena given paclet begins or completes
transmissioron a network link. We hopethatthe timestampgpro-
ducedby apaclet Iter areascloseaspossibleto thewire timesof
thepacletsonthemonitoredlink.

3.1 Packet lter errors

It is crucialin ary studybasedn paclet Iter measuremerib con-
sidertheformsof measuremerrrorsthatpaclet Iters canexhibit.
In this sectionwe discussfour typesof errors:drops;additions;re-
sequencingandtiming. For eachwelook attheimpactof theerror
onsubsequerdnalysisandhow tcpanaly  attemptgo diagnose
thepresencef theerror

3.1.1 Drops

The mostwidely recognized(and often most common)form of
paclet Iter erroristhatof drops in whichthetraceproducedy the
Iter failstoincludeall of thepacletsappearingpnthenetwork link
thatmatchedhe Iter pattern.Theusualreasorthatdropsoccuris
that the measuringcomputerlacks sufcient processingpower to
keepup with therateat which pacletsarrive onthe monitorednet-
work link. This is particularlya problemfor machinesrequiring
userlevel Iltering, becausdor them considerableorocessingcan
be spentsimply moving the streamof monitoredpacletsup to the
userlevel from the kernel-level. We obsered very few dropsby
thekernelpaclet Iters in our study

Paclet Iter dropscan presentseriousproblemsfor analyzing
network traf c. For example,ary analysisof pacletlossratesmust
becertainnotto confuselter dropswith true network drops.

Packet drop reports. Theoperatingsystems paclet Iter inter
faceusuallyincludesa mechanismmo queryhow mary pacletsthe
kerneldropped.Network interfacecards,on the otherhand,often
supply only crudesignalsfor whetherary paclets were dropped
beforethe kernelcould receve them. Unfortunately a numberof
operatingsystemslo notreportdrops(someof the OSF/1HP-UX,
IRIX, and Solaristracing machinesin our study). Othersreport
dropswhenin factthetraceincludesall of theconnectiors paclets;

Sequence #
31000 32000 33000 34000

11.1750 11.1755 11.1760 11.1765 11.1770 11.1775 11.1780

Time

Figurel: Paclet Iter duplication

someof theseappeato not clearthe drop counterbetweersucces-
sive usesof the paclet Iter (for example,onelRIX site reported
exactly 62 droppedpacletsfor 256 consecutie traces).Still others
reportno dropswhenin factthereweredrops(someNetBSD1.0

andSolarissystems).

Detecting lter drops. Becausewe cannottrust paclet Iters
to reliably reportdrops,tcpanaly  emplg/s a numberof self-
consisteng checksto infer their presence.The key in doing so
is to be certainnot to mistale a genuinenetwork drop for a Iter
drop,while still detectinglter dropsasaccuratelyaspossible For-
tunately for TCPtrafc it is usuallypossibleto discernbetweera
network dropanda lter drop,becaus@ CPisreliable Thismeans
thata (correct) TCPimplementatiorwill diligently work to repair
genuinenetwork drops,while takingno actionin responséo lter
drops(since,in fact,the pacletsweresuccessfullgransmitted).

This obsenrationleadsto 8 differentself-consistencchecksem-
ployedby tcpanaly . Forexample,anacknavledgemenfor data
that, accordingto the trace,hasnot arrived almostcertainly indi-
catesa drop. All of thechecksconcerna TCP eithersendingdata
at an apparentlyinappropriatetime, or failing to sendat a seem-
ingly appropriatgime. Oneof the mostpowerful self-consistenc
checksfor detectingdropsis determiningwhethera TCP imple-
mentationsentdatabeyondthe computedcongestionwindow De-
tectingthisinconsisteng is dif cult becausé requiresunderstand-
ing exactly how the particular TCP implementationmanagests
congestiorwindow. tcpanaly doeshave this knonledge( 6),
however, soit canmale this check.

3.1.2 Additions

While it's easyto seehow paclet Iters might drop paclets, it's
surprisingto nd thatthey canalsorecordextra paclets! This can
happenhowever, with thelRIX 5.2and5.3paclet lters. Figurel
shaws partof a sequencelot exhibiting this problem. The -axis
givesthetime with respecto the beginning of the connectionand
the -axistheuppersequenc@umberof eithera datapaclet (solid
squarespr ack(outlinedsquares).

Here, the ack just beforetime hasliberated ve
paclets. Eachoutgoingdatapaclet appeardwice. Theslope(i.e.,
datarate)of thetwo setsof pacletsis telling. The rst corresponds
to over 2.5 MB/sec,while the seconds almostexactly 1 MB/sec.
This latteragreescloselywith the datarate of an Ethernetandin-
deedthe hostgeneratinghe traf c wasconnectedo an Ethernet.
Thus, surprisingly the earliersetof pacletsappearto have bogus
timing while thelatersetappearso be accurate!

This puzzlingpicturemakes sensggiven the following explana-
tion. This tracewas maderunningthe paclet Iter on the same
machineaswasgeneratinghe network traf c. The operatingsys-



temis apparentlycopying outgoingpacletsto the Iter twice the
rst time whenthe paclets are scheduledo be sentout onto the
local Ethernetandthe secondime whenthey actuallydepartonto
theEthernetThe2.5MB/seccorrespondso how fasttheoperating
systemis sourcingthetrafc, while thel MB/secre ectsthelocal
ratelimit of the Ethernetink speed.

tcpanaly  copeswith measuremenduplicatesby discarding
thelatercopy, for reasongletailedin [Pa974.

3.1.3 Resequencing

Anotherform of paclet lter erroris whatwe term“resequencing,
in which the paclet Iter altersthe orderingof the pacletssothat
it nolongerre ects eventsasthey actuallyoccurredn thenetwork.
Resequencingvents are often subtle,involving time scalesof a
few hundred sec. They can,however, completelyconfuseauto-
matedanalysisof TCP cause-and-édct. In aresequencettace,a
datapaclet might appeato be sentjust beforethe ack arrivesthat
openedhecongestiorwindow enoughto liberateit. Resequencing
problemsoccur quite frequentlyfor Solaris2.3/2.4paclet Iters
whenrecordingtheir own hosts traf ¢, plaguingabout20% of the
tracesin our study Resequencinglmostnever occursfor ary of
theotherpaclet lters.

We speculateéhatthe Solarispaclet Iter hastwo codepathsby
which pacletsarecopiedto thepaclet Iter for recordingonecor-
respondingdo incomingpacletsandonecorresponding¢p outbound
ones. If the outboundpathis appreciablyfasterthanthe inbound
one;if copiesof pacletscanqueueseparatelyn bothpathswaiting
for the lter to recordthem;andif pacletsareonly timestamped
whenthe Iter processeshem,thenthe combinationcanleadto
resequencing.

As notedabove, resequencindestrys ary readyassessmeruf
cause-and-&ct. It also meansthat the paclet timestampshave
largemauginsof error, with abiastowardsoverestimatindghow long
it takes acksto arrive comparedo how quickly datapaclets are
sentout. Thus,tcpanaly needdo detectthis problemsothatit
knows not to trust the sequencef eventsreportedby the paclet
Iter . It doessoby looking for threedifferentsituations:(i) a data
paclet sentafter a lengthylull thatis followed very shortly after
by anack; (ii) a datapaclet sentin violation of the congestioror
offeredwindow, shortlyfollowedby anack;or (iii) anackfor data
thathasnotyetarrived,but arrivesvery shortlyafterward.

3.1.4 Timing

Another type of paclet Iter error concernsthe accurag of the
timestamprecordedfor eachpaclet: how closeis the timestamp
to thetruewire time?

tcpanaly  emplgss several consisteng checksto calibrate
paclet lter timestampsasedon comparingpairs of paclet tim-
ings: those correspondingto when the senders paclet Iter
recordeceachpaclet's departureandthoseof whentherecever's
paclet Iter recordedthe paclet's arrival. Thesetestsprove quite
effective at detectingtwo key timing problems,clok adjustments
(a clock jumpsforward or backward) andrelative clodk skew (the
clock at oneendpointrunsfasterthanthatat the other). Thetests,
however, requireextensie analysis,which we discussin [Pa97b]
andnot heredueto spacdimitations.

In this sectionwe con ne ourselhesto a simpletesttcpanaly
performsto check the validity of a single traces timestamps,
namelyensuringthat they never decreaseWe referto a decrease

Sequence #
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Figure 2: Exampleof an ambiguity causedby the paclet
lter' svantagepoint

in the timestampvaluesas“time travel” We might think thattime
travel would never occurandcheckingfor it is awasteof effort, but,
surprisingly it doeshappen!We obsered morethan500instances
amongourtracesall involving BSDI 1.1 or NetBSD1.0clocks.

Time travel hasa simpleexplanation:it re ects thelocal clock
being setbackvards. It canoccurfrequentlyif the clock is peri-
odically synchronizedvith anexternalsourceby settingit directly
to the sources reading,andif the clock tendsto run fast. Another
form of time travel is a forward adjustmentThesearemuchmore
dif cult to detectsincethey appeawirtually identicalto a periodof
elevatednetwork delays.They can,however, bedetectedf onehas
availabletracepairs of paclet departuregndarrivals,asdiscussed
in [Pa97b].

3.2 Packet lter “vantagepoint”

While not a measuremengrror per se, anotherdif culty in cali-
brating paclet lter measurementarisesfrom complicationsdue
to thepaclet Iter' slocationin the network. We termthis its van-
tage point Vantagepoint effectscanbe quite subtle,andthey are
mostinsidiouswhenthe Iter appearsasif it werelocateddirectly
atoneof theTCPendpointsandonly occasionallydoesits separate
locationalterthetrafc perspectieit records.
Figure 2 givesan example. The sequencelot is from a paclet
Iter recordingtrafc at the sendingendpoint. A little aftertime
, an ack arrives for sequences1,703. Very shortly
afterwards an ack arrives for 54,273, which was originally sent
sometime in the past, and successfullyreceved. Then at time
, thesenderetransmitdwo paclets,52,737and53,249.
If the sequenceplot truly re ected thetrafc asseenby the TCP
endpointthenthe TCP never shouldhave sentthesepaclets,since
it hadalreadyrecevved anacknavledgemenfor the corresponding
data.As canbe seenfrom the plot, shortly after sendingthesetwo
pacletsthe endpointthendoesprocesgshe secondack, and sends
new, unacknavledgeddata.
The key point hereis that neitherthe paclet Iter nor the end-
point TCP are behaing erroneously In particular this is not a
resequencingrror( 3.1.3).Theproblemis simply thatthe paclet
Iter' svantagepointis not exactly the sameasthatof theendpoint
TCPs,andthe problemis exacerbatedy the vantagepoint being
very closeto thatof the TCPs,asthis thenencourageassumptions
thatthetwo areindeedthe same.
Vantage-poinproblemscanoccurevenif runningthe paclet |-
ter on the samemachineasthe TCP endpoint,dependingon how



longit takesthe TCPto respondo arriving paclets.n orderto cor
rectly analyzeTCPtrafc, tcpanaly mustbe ableto copewith
vantage-poinproblems.Thismeanghatin generalt is insufcient
for analysispurposego only remembethe mostrecentlyreceved
paclet ( 6.1). Dealingwith vantage-poinproblemsconsiderably
complicategcpanaly 's design,but the resultis muchmorero-
bustanalysis.

4 TCP analysisstrategy

Ouroriginal goalwasfor tcpanaly  to work in onepassover the
paclet traceby recognizinggenericTCP actions.The goal of exe-
cutingonly onepassstemmedrom hopingtcpanaly — mightlater
evolve into atool thatcouldwatchan Internetlink in real-timeand
detectmisbehaing TCP session®n the link. Designingthe pro-
gramin termsof genericTCP actionssuchas“timeout” and“fast
retransmissionWwould thenenableit to work for any TCP imple-
mentatiorwithout needingo know detailsof theimplementation.

After considerableeffort, we were forced to abandonedoth
goals. One-pasanalysismmediatelyproved dif cult dueto van-
tagepointissueq 3.2),in which it wasoftenhardto tell whether
a TCP's actionsweredueto the mostrecentlyreceved paclet, or
onereceved in the more distantpast. Attemptsto surmountthis
problemby using -pacletlook-aheador small proved clumsy
and nally founderedwhen we realizedthat one basic property
tcpanaly needsto determineconcerninga TCP implementa-
tion is only truly apparenuponinspectingan entireconnection—
namelywhethertheimplementatiorhasa“sendemwindow” ( 6.2).

Weabandonethegoalof recognizinggenericT CPactionswhen
thewide variationin TCPbehaior becameapparentFor example,
asrelatedbelow, the SolarisandLinux TCPimplementationg our
studyoften retransmitdatapaclets muchtoo early andthe Linux
implementationfurthermoreretransmitsentire ights of paclets
ratherthan just one paclet at a time. Neitherof thesebehaiors
t a genericTCP action (except “broken retransmission”!),and
they arevery easily confusedwith legitimate retransmissiongue
to TCP “fastretransmission”.Similar problemsarise over subtle
differencesn how TCPsmanagehe congestiorwindow.

Thus,we areleft with amuchless e xible but morerobust de-
signfor tcpanaly : it makestwo passe®ver the paclet trace, it
uses -paclet look-aheadandlook-behindto resole ambiguities,
andinsteadof characterizinghe TCP behaior in termsof generic
actions,we mustsettlefor it having codedinto it intimate knowl-
edgeof theidiosyncrasiesf the differentTCPimplementations.

5 Adding newimplementations

Presently7,000linesof tcpanaly 's C++ codedealwith analyz-
ing TCPbehaior. 1,4000f theseconcerrthebehaior of thediffer-
entTCPslistedin Tablel. Theuseof C++is particularlybene cial
for expressinghebehaior of oneTCPimplementatiorin termsof
its differencegrom thatof anotheimplementation.

The processof addinga nenv implementationbegins with se-
lectinga “base”implementatiorknown to tcpanaly  thatis pre-
sumedto behae similar to the nev implementation.To abetthis
processicpanaly  canautomaticallyrun all knovn implementa-
tionsagainsta giventrace,sortingtheminto close,imperfect,and
clearly-incorrectts to thetrace(discussedurtherin 6.1). Once
we have selectedhe baseimplementationwe thenderive a C++

classfrom the implementatiors classto representhe new imple-
mentation.

Whentcpanaly runsaknown implementatioragainstatrace
of adifferentTCPR it ags the rst pointatwhich theimplementa-
tion disagreesvith thetrace: eithera paclet transmittedvhenthe
implementatiorwould not have sentit (a “window violation”), or
onenot sentwhentheimplementatiorwould have sentit (a“lull”),
or onesentonly afteranapparentlyexcessie delay We thenman-
ually inspectthe traceat the point of disagreementften usinga
time-sequencelot, andattemptto deducea rule that explainsthe
differentbehaior of the new implementatiorat that point. After
codingtherule into theimplementatiors C++ class,we iteratethe
processto determinewhetherthe new rule successfullyexplains
thebehaior, andto nd the next point of disagreementWe con-
tinuein this fashionuntil tcpanaly  canmatchthe entiretraceto
the new implementationandthenproceedon to additionaltraces,
if we have ary. Experiencéhasshavn theimportanceof regression
testingagainsthe entiresetof availabletracesary time a change
is madeto theimplementatiorbehaior codedin the C++ class.

6 Senderanalysis

In this sectionwe discusshow tcpanaly analyzesa TCP im-
plementatiors senderbehaior: how the TCP reliably transmits
datato the otherendpoint.The sendeibehaior includesthe TCP's
congestionbehaior: how it respondgo signalsof network stress.
Propercongestiorbehaior is crucialto assurghenetwork's stabil-
ity [Ja88. We assumehatthereadeiis familiarwith theprinciples
of TCP congestiorbehaior in termsof the congestionwindow,
cwnd andthecongestioravoidancethresholdssthesh asoutlined
in Jacobsors paper;andwith the notionsof “f astretransmission”
and“fastrecovery,” detailedin [St94].

6.1 Dataliberations

To accuratelydeducethe sendebehaior of a TCP from arecord
of its traf ¢ requiresa paclet tracecapturedrom a vantagepoint
ator nearthe TCP, in orderto reliably distinguishbetweerif CP be-
havior andnetwork-inducedbehaior. As discussedn 3.2,even
a vantagepoint quite closeto the sendercanstill resultin timing
ambiguities. We accommodatehis dif culty by introducingthe
notionof dataliberations Wheneer anacknavledgemenarrives,
tcpanaly  determineshow for the particular TCP implementa-
tion its receiptupdatesthe recever and congestionwindows. If
the new window valuespermitthe TCP to sendanothempaclet(s),
tcpanaly thennoteswhich pacletsshouldbesent.At ary given
time, a TCP might have a numberof pendingliberationsit hasnot
yetactedupon.

Thedifferencein time betweenwhena datapaclet wassentand
whenit wasliberatedde nestheresponselelayof theTCPfor that
ack. Unusuallylargeresponséimesoftenindicatethattcpanaly
hasan incompleteunderstandingf the TCP's behaior, andthat
thedelaywasreally becausehe purported‘liberating” ackdid not
in factliberatethedata nally sent.

Sometimescpanaly  will obsere apacletbeingsentthathas
no correspondindiberation. We term this a “window violation;
becausaét indicatesthat the TCP exceededeither the congestion
window or the offeredwindow. In principle,tcpanaly  should
never obsere awindow violationif it correctlyunderstandtheop-
erationof the sendingTCR Violationscanstill occur however, if



the tracesufers from measuremerdrops,or if the understanding
of the TCP is incompleteor inaccurate.Thus,window violations
areopportunitiego calibrateboth the traceandtcpanaly 'sun-
derstandingf the TCP,

As mentionedn 5, tcpanaly canusestatisticsof response
times(minimumvalue,meanvalue)to comparehow closelydiffer-
ent candidateTCP implementationsnatcha particulartrace. If a
candidatemplementations indeedcorrect,thenits respons¢imes
will usuallybe quite small. If the candidates incorrect,thenthe
liberationstcpanaly  computesfor the implementatiorwill not
correspondo thetimesat which pacletsweretruly liberated.The
differencdeadsto eitherincreasedesponséimesor window viola-
tions. Thus,dependingntherelative responséimes,andthepres-
enceor lack of window violations,tcpanaly  cansortcandidate
implementationinto close ts, imperfectts, andclearlyincorrect
ts. Theprocesof codingintotcpanaly anewv TCPimplemen-
tation then proceedsy minimizing responsedelay statisticsand
eliminatingwindow violations. tcpanaly  ags the locationsof
the rst violationandthelargestresponselelay pinpointingwhere
in thetraceto inspectin orderto determinenow the TCP'sbehaior
differsfrom thosewe testit against.

Finally, it is importantfor tcpanaly  to detectcorruptedpack-
ets, becausahey arediscardedby the receving TCP ratherthan
processedy it. It doessoby verifying checksumsvhenpossible,
aswell asemplagying a numberof integrity checks(cf. 7).

6.2 Inferring implicit behavior

tcpanaly  sometimedacks critical information that affects the
TCP'sbehaior. In this sectionwe discusshow it inferssuchinfor-
mationbasedn testingthe directly-availableinformationfor self-
consisteng

One limitation that can shapea TCP's behaior is its “sender
window,” meaningts upperlimit on howv mary pacletsit canhave
in ight. All TCPshave a sendemwindow, namelythe amountof
buffer they cancommitfor holding unacknavledgeddata. Often,
though this limit is notreachedandcanthusbeignored.

tcpanaly infers whethera senderwindov wasin effect by
calculatingthe maximumamountof datathe connectiorever had
in ight. Then, during its secondpassover the trace,if at some
pointthe TCP's congestiorwindow andthe offeredwindow would
have allowedit to have senta full sgmentmorethanthis amount,
but the TCPfailedto do so,thenthefailureto sendadditionaldata
waseitherdueto a sendemwindow, or insufcient understandingf
the TCP

Anotherpotentiallyhiddenlimitation arisesif the sendingTCP
picks an initial settingfor sstheshthat differs from its default.
This canoccurif aTCPusesinformationpresentn its routecace
to guideits choicein how to initialize a connectiors congestion-
relatedparameters.Sincenoneof the TCPsdiscussedn this pa-
perdoso(anexperimentalTCPthattcpanaly alsoknows about
does)we deferdiscussiorof thisissueto [Pa97b].

The nal situationtcpanaly = mustinfer is whetherthe TCP
it analyzegeceved an InternetControl MessagéeProtocol(ICMP)
“sourcequench’messagénstructingit to slow dovn [Po8]. Since
ICMP messagedo not matchapaclet lter patternlimited to TCP
paclets(which is whatwe usedin our study),suchmessagewiill
notappeain a TCP-onlypaclettrace.

TCPimplementationsaryin haw they respondo sourcequench
messagedn generalthe TCPis supposedo diminishits sending
rate. BSD-derved TCPsdo so by enteringa “slow start” phase.

Solarisalsoentersslow start,but in additionit cutssstheshby a
factorof two. Linux 1.0 merelydiminishesthe congestiorwindow
by onesggment.

tcpanaly infersthe presenceof a sourcequenchasfollows.
Any time it detectsa largeresponselelay it looks at the seriesof
pacletsbetweerthe ackcreatingtheliberationandthe datapaclet
ostensiblycorrespondingo the liberation, aswell asthe paclets
shortlyafter If thewholeserieds consistentvith slow starthaving
begunsometimebetweertheackandthedatapaclet, thenthetrace
is consistentvith anunseersourcequench(This analysisdoesnot
work for Linux 1.0, sinceit doesnotenterslow start.)

Sourcequenchesare quite rare—thg have been deprecated
( 4.3.3.30f [Ba99), sincegeneratingextra network trafc during
atime of heavry loadviolatesfundamentasétability principles—Ilut
they do happenandtcpanaly detected1 instancesamongthe
20,000traces.

7 Recever analysis

In this sectionwe discusshow tcpanaly analyzesa TCPimple-
mentations receiverbehaior, namelywhen and how the imple-
mentationchooseso acknavledgethedatait receves.

Similar to the notion of dataliberations( 6.1), whenanalyzing
receverbehaior tcpanaly addressegantagepointproblemsby
keepingtrackof alist of pendingackobligations WheneeraTCP
recevesdata,it incurssomesortof obligationto generatean ack-
novledgementn responséo thatdata. The obligationmay be op-
tional or mandatory

An optional ack obligation refersto datathat the TCP may
chooseto acknavledge but can also wait before acknavledging.
This occurswhennew dataarrivesthatis in sequence.The TCP
standarcstatesthat a TCP may refrain from acknavledging such
datain the hopesthatadditionaldatamay arrive andthe acknavl-
edgementgombined,but for no longerthan500 msec( 4.2.3.2
of [Br89]). Furthermorea correctTCP implementatiorshouldal-
waysgeneratatleastoneacknaviedgemenfor every two paclet's
worth of new datareceved. Acknovledgemenstrate@y is further
discussedh [CI82].

A mandatoryack obligationoccurswhena paclet arrives that
requiresthe receving TCP to respondwith an acknavledgement.
tcpanaly  considersthe arrival of ary out-of-sequencelataas
creatinga mandatoryackobligation.

If tcpanaly  obseresanackbeingsentfor whichtherewasno
obligation,andwhich doesnotchangeheofferedwindow or termi-
natethe connectionthenit ags theackasgratuitous Observing
gratuitousacksplaysarole analogougo observingwindow viola-
tionswhenanalyzinga sendes behaior: they canindicateconfu-
sionregardingtcpanaly 'sinterpretationof the TCP's behaior,
or measuremerdrrorsin the paclettrace.

As with senderanalysis,for recever analysiswe needto de-
tectcorruptedpacletsanddisregardthemin orderto correctlyinfer
cause-and-&ct betweerarriving dataandthe correspondingcks
generatedtcpanaly cannotverify a paclet's TCP checksumif
thepaclet Iter only recordghepacletheades andnottheirentire
contentsasis oftenthe case Neverthelessit canusuallyinfer that
a paclet arrived corrupted. It doesso by inspectingeachinstance
of the TCP failing to generatehe ackselicited by the pacletsit
hasseeminglyreceved. If the TCP'sbehaior is insteadconsistent
with it having not receied oneor moreof the recentpaclets,then
tcpanaly infersthatthe pacletswerediscardeduponarrival as



corrupted.
In [Pa974, we analyzethe prevalenceof Internetpaclet corrup-
tion basednthis analysis.

8 Obsenvedsenderbehavior

In this sectionwe look at the variationsin how the different TCP
implementationéistedin Table1 actwhensendingdata.Our nd-
ings are basedon the modi cationsto tcpanaly  requiredfor it
to successfullymatchthe tracesof the TCP's behaior, aswell as
occasionainspectionof sourcecode , whenavailable.

We proceedasfollows. First, we presenthe sendetbehaior of
two “generic” implementations;Tahoe"and“Reno; from which
almostall of the otherimplementationslerive their behaior. We
next summarizethe minor variationsamongthe differentimple-
mentationsandthenstudyin detailthesigni cant sendeproblems
exhibitedby Net/3,Linux 1.0,andSolaris2.3/2.4TCPs.

8.1 Generic Tahoebehavior

Our Tahoeimplementatiorre ects the behaior of the Tahoever
sionof BSD TCP, releasedn 1988[St96 p.27]. We discusst sep-
aratelyfrom thelaterRenoreleaséecaus@neof theimplementa-
tions prevalentin our study SunO$4.1, wasclearly derived from
TahoeandnotReno.

Tahoeincludesslow start, congestion avoidance and fast re-
transmissionbut not fastrecovery. ([St94] discussesll of these.)
Whencutting sstheshupona retransmissiont never setsit lower
than MSS. It updateghe congestiorwindon cwnd accordingto
congestioravoidancef cwndis strictly largerthanssthesh using:

MSS
cwnd

@

withoutary additionalconstanterm(Eqn2 below).

8.2 GenericRenobehavior

The“Reno” versionof BSD TCPwasreleasedh 1990.Ourgeneric
Renoimplementationdoesnot attemptto preciselydescribethat
releasebut insteadto provide acommonbasefrom which we can
expressasvariantsthe numerousRkeno-defred implementationin
our study Renodiffersfrom Tahoeasfollows.

First, it implementgfastrecovery, in which following a fastre-
transmitit in ates the congestiorwindov cwndandwill sendad-
ditional pacletsif enoughadditionalduplicateacks(“dup acks”or
“dups”) arrive.

Consequentlyt sufersfromthe“heademprediction’and“fence-
post”errorswhende ating thewindow, asdescribedn 2.

It alsoincludesan additive constantwhenincreasingthe win-
dow duringcongestioravoidance Thatis, insteadof usingTahoe$
increaseasgivenin Egqn1l, it uses:

MSS MSS
cwnd

@

TheextratermMSS/8leadsto supetlinearincreaseof the conges-
tion window during congestioravoidance.Subsequertb its addi-
tion to Reno,this extratermhascometo be viewed astoo aggres-
sive ([BP95], creditedto S. Floyd), but its presencés widespread.

Linux 1.0, a later Solarisreleaseandthe invaluableanalysisof Net/3
in [WS95].
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Figure3: Net/3uninitialized-ecwndbug

8.3 Minor variations

Eventhoughmostof theimplementation$n our studyarederived
from the commonBSD base,we obsered a large assortmenbf
minor variations,which we summarizequalitatvely herefor pur
posesof brevity. A fuller descriptionof eachimplementatiorcan
befoundin [Pa97h.

Among the implementationsn our study the minor variations
we obsered amongthe Reno-dered implementationsoncern:
presencer absencef the headempredictionbug andMSS confu-
sionproblemdliscussedh [BP95]; useof Eqnl versusEqn2; how
sstheshis roundedwhenit is cutin responseo a retransmission;
failureto cleartheduplicateack counterupontimeout(rarelyman-
ifested);duplicateacksresultingin updatego cwnd (rarely mani-
fested);anduseof theinitially offeredMSS to initialize cwndin-
steadof the ultimately negotiatedMSS. Along with the Net/3 bug
discussedh thenext section thesevariationsencompasthediffer-
encesamongall of theReno-deredimplementationsWe notethat
mary Reno-dered implementationgxhibit more bugswith later
versionsratherthanfewer—oftena sign of a software systenmthat
hasoutgravn the coherencef its original design,suchthatnewly
addedeaturesnteractin unexpectedwvayswith existing ones.

Minor variationsbetweenthe BSD TCPs, Linux 1.0, and So-
laris 2.3/2.4concernwhetherthetestfor slow-startversusconges-
tion avoidancescwnd sstheshorcwnd ssthesh andwhether
thereis aminimumvaluefor how far sstheshcanbecut.

8.4 Net/3uninitialized cwndbug

The one striking bug we found in Reno-defred implementations
is presentin thosethatincorporatecchangedrom the BSD Net/3
release.If the remoteTCP doesnotincludean MSSoptionin its
SYN-ackreply to the Net/3 TCP's initial SYN paclet, thencwnd
andsstheshareinitialized to a hugevalue insteadof MSS bytes.
This bug occursbecausef an assumptiorthat SYN-ackswill al-
waysincludeMSS optionsandthatthereforereceving a SYN-ack
is thepropertimeto initialize cwndandssthesh

Figure3 dramaticallyillustratesthe potentialburstinesscreated
by this bug. Here,whenthe initial ack arrives offering a window
of 16,384bytes(the circle above the ack),the Net/3 TCPinstantly
sendsall thefull-sized pacletsthat t within thewindow, atotal of
30 paclets. The next ack offers an even larger windowv andagain
the TCP oods the network with paclets,taking advantageof the
increasedvindow.

Speci cally: - . See[WS95,p.835]. Thebug doesnot occurif
theinitializationinsteadcomesfrom theroutecache.
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Figure4: BrokenLinux 1.0retransmissiobehaior

Ironically, eventhe rst paclet of the stormwaslost, ascanbe
seenby the lack of progressin the acknavledgements.All told,
14 of the61 pacletssentin the rst two spikeswerelost (ary other
connectionsharingthe pathbetweerthetwo TCPsalsosurelysuf-
fered).Fortunatelyit is relatively rarethatthis bug manifestdtself
sodramatically It requiresinteractionbetweerthe Net/3TCPand
aremoteTCPthatbothdoesnotsendMSSoptionsin its SYN-ack,
andoffersalargewindow, anunusualkombination.

This bug illustratesthe fundamentatensionbetweenTCP per
formanceandcongestiorbehaior. Fixing it lessenshe TCP's per
formanceblastingout30 pacletsatatime canwork extremelywell
in makingsureoneutilizesall availablebandwidth) but alsomakes
the TCPmuchmore“congestiorfriendly.”

8.5 Linux 1.0TCP

The Linux 1.0 TCP implementationwas written independently
Consequentlyit is not surprisingthatit differsin mary waysfrom
theothersin our study Themostsigni cant differences its broken
retransmissiorbehavior First, oftenwhenit decidego retransmit,
it re-sendsevery unacknavledgedpaclet in a single burst. Sec-
ond,it decidedo retransmiimuchtoo early, leadingit to retransmit
pacletsfor which acksare alreadyheadingback. Jacobsorterms
thissortof behaior “the network equivalentof pouringgasolineon
a re” [Ja8§, becausé& unnecessarilgonsumesetwork resources
preciselywhenthey arescarce.Consequentlyit canleadto con-
gestioncollapse in which the network load staysextremely high
but throughpuis reducedo closeto zero[Na84].

Figure4 illustratesLinux 1.0's behaior. At theleft, anack ar
rivesadwancingthewindow by threepaclets,whichtheTCPimme-
diately sends.At , however, two duplicateacksarrive, the
rst of which apparentlyspursthe TCP to retransmitevery paclet
it hasin ight. Shortly after an ack arrivesfor sequenc&7,825;
this liberatesonly new data, asdoesthis ackfor 78,849thatfol-
lows momentarily Noneof the new dataarrivessuccessfully—the
network is alreadycloggedwith the unnecessargetransmissions.

At , sequenc&9,361timesout andis retransmitted.
This happensgainat (thetimeoutis not fully doubling
asit backsoff, thoughin othercasest does). When the twice-
retransmittediatapaclet is ack'd a little while later, againall data
in ight is retransmittedandagainl.3 seclater, andagainl.1sec
later Worse,notonly is all of thisdatabeingretransmittecit about
1 secintenals, if we inspectthe actvity on ner time scaleswe

Incorrectly—hadhe retransmissiomroperly cut cwnd thenthis data
would nothave beensent.
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Figure5: Sequencelot shaving broken Solarisretransmis-
sionbehaior, RTT = 680msec

seethe pacletsarealsobeingretransmittegust a few milliseconds
apart! (This behaior is manifestto the eagleeye in the slightly-
wide paclet markingsfor times and sec,appaf
entlyin responséo the secondsetof acksrecevedatthosetimes.)

All told, this connectiorsent317 paclets, 117 of themretrans-
missions.20% of the pacletsweredroppedby the network. How
hardthis connectiorhammereatherssharingthenetwork path,we
canonly guess!Butit is clearthatif Linux 1.0wereubiquitous,its
retransmissiobehaior would bring the Internetto its knees.

This problemhasbeenx edin laterLinux releaseg¢ 10).

Theadditionalsigni cant waysin which Linux 1.0 differsfrom
the otherimplementationsn our study are: it acksevery paclet
receved ( 9); it doesnot implementfastretransmissionand it
initializessstheshto asinglepaclet (MSS). Thesdasttwo consid-
erablyimpedeperformance.

8.6 Solaris2.3/2.4TCP

Along with Linux, SolarisTCP s the otherindependenT CP im-
plementatiorin our study tcpanaly  knows abouttwo versions,
2.3and2.4. Theonly differencewe obsered betweerthe two is
that2.4 x esarelatively minorbugin 2.3'sackingpolicy.

Like Linux, the moststriking featureof Solaris2.3/2.4TCPis
its broken retransmissiorbehavior Dawsonet al. identi ed that
Solarisusesanatypicallylow initial valueof about300msedfor its
retransmissiotimeout(RTO) [DIM97], which agreeswith Comer
andLin's nding concerningthe Solaris2.1 initial RTO [CL94].
This value,coupledwith dif culties in adaptinghetimerto higher
RTTs, leadsto the broken retransmissiomehaior. For a connec-
tion with alongerRTT, the TCPis guaranteedb retransmifts rst
paclet, whetherneededor not. Suchan unnecessaryetransmis-
sionwould beonly aminor problemif thetimerthenadaptedo the
RTT andraisedtheRTO, but it failsto doso,leadingto connections
riddledwith prematureynnecessargetransmissions.

Figure 5 shawvs an example of the retransmissiorproblemin
action. The senderis in California and the recever is in the
NetherlandsTheround-triptime is about680 msec,above thatof
200msecfor theinitial Solarisretransmitimer (but not pathologi-
cally large). TheSolarisTCPsendsalmostasmary retransmissions
asnew paclets,yeteachretransmissiois completelyunnecessary!
(Theinitial SYN sentat is notretransmittedsinceit usesa
differentretransmissioimer.) Furthermoreso mary retransmis-
sionsaregeneratedhatit is dif cult to nd unambiguouRTT tim-
ings,which arerequiredin orderto adaptthetimer [KP87]. While



the RTO doesindeeddouble on multiple timeouts,it is restored
to its erroneouslysmall valueimmediatelyuponan acknavledge-
mentfor a retransmittegpaclet, soit never hasmuchopportunity
to adapt.

As the path's RTT increasesthe problemonly getsworse. For
example,we have obsered a connectionwith a minimumRTT of
2.6secin whichthe rst datapaclet wasretransmitted times,the
secondlatapaclet 6 times,thethird 4 times,thefourth4 times,and
soon. All of theretransmissionwereneedlessWorseyet, because
they wereneedlessthey eliciteddup acksfrom therecever, which
eventuallyreachedhelevel sufcient to triggerfastretransmission,
generatindurtherneedlessetransmissions!

Thus, Solaris2.3/2.4 TCP can effectively increasethe overall
loadit presentgo ary high-latenyg Internetpathby afactorof two
or evenmore. Unfortunately mary of the mostheaily loadedin-
ternetpaths—thosavith transcontinentalinks—have high laten-
cies. It would be interestingto learnwhatproportionof thetrafc
onavery heaily utilizedlink (suchastheU.K.—U.S.trans-Atlantic
cable)is dueto completelyunnecessargetransmissions.

The SolarisTCPmaintainerareawareof this problemandhave
issuedapatchto x it.

SolarisTCPdiffersfrom the otherimplementationgn our study
in a numberof additionalways. First, it initializes sstheshto

MSS.Fromtheperspectie of network stability, thisis nicelycon-
senative, but from the perspectie of performanceit impedesast
transferaunlessthey arequitelengthy Secondsometimesvhenit
receves an ack, it retransmitsthe paclet just after the ack rather
than the paclet newly liberatedby the advance of the window.
Theseretransmissiondo not affect the congestiorwindow, nordo
they alterthe notionof whatnew datashouldbe sentnext time the
window adwances.Third, althoughthereis codein theimplemen-
tationfor fastrecovery, dueto alogic bugit is only exercisedunder
rarecircumstances.

9 Observedrecever behavior

In this sectionwe examinevariationsin the policies usedto ac-
knowledgenewly arrived data,andthe effects of theseon perfor
manceandcongestionWe begin with adiscussiorof how different
implementationacknavledgein-sequenceélata,the“normal” case
of aconnectiorproceedingsmoothly( 9.1). We thenlook at how
implementationsicknavledgeout-of-sequencdata: pacletscom-
ing above or belav asequencéole( 9.2). We nish with ananal-
ysis of responsealelays namelyhow long it takesa TCP recever
to generatdts acknavledgementg 9.3). Variationsin response
timescanintroduceasigni cant noisetermfor sendershatattempt
to measureound-triptimes(RTTs) to highresolution.

9.1 Acking in-sequenceadata

Whena TCPrecevesin-sequenceélata,thereis a basictensionbe-
tweenacknavledgingit quickly, versuswaiting to seeif morein-
sequenceéataarrivessothatasingleack cantake careof acknavl-
edgingmultiple datapaclets. Themoreackstherecevergenerates,
themorenetwork resourceds feedbackstreamconsumesbut also
themorelikely in thefaceof pacletlossthatenoughackswill reach
thesendethatit will notretransmitinnecessarijyandthesmoother
theresultingstreamof sendepaclets.

TheTCPstandardBr89] requireshatacknavledgementbede-
layedno morethan500msecandthata TCPacknavledgeat least

every two full-sized segmentsit receves. tcpanaly classies
acksinto threecatgories thosefor lessthantwo full-sizedpaclets
(“delayedacks”), thosefor two full-sized paclets (“normal acks”),
andthosefor morethantwo full-sizedpaclets(“stretchacks”). We
expect: delayedacksto incur considerablelelayasthe TCP waits
hopingfor moredatato acknavledge;normalacksto be common-
placein ary connectiorwith signi cant data o w, andto take little

time to generateandstretchacksto berare.

Delayed acks. All of the BSD-derved implementationgener
ate delayedackswithin 200 msecof receving the corresponding
paclet. Thesedelaysare furthermoreevenly distributed over the
range0 msecto 200 msec,a consequencef theimplementations
usinga 200 msec“heartbeat'timer. Every time thetimer expires,
the TCP checksto seewhethernew datahasarrived but lessthan
two segments worth, and,if so,generateanack. Thefactthatthe
new datamayhave arrivedatary pointsincethelastheartbeateads
to theevendistribution of the delays.

Linux 1.0 alwaysimmediatelyacknavledgesnewly arrived in-
sequencealata, so by tcpanaly ‘s de nition, all of its acksare
delayedacks.It usuallygeneratetheackwithin 1 msec.

Solaris TCP differs from the othersin that it usesa 50 msec
interval timer, scheduleduponthe arrival of eachpaclet, instead
of a200 msecheartbeattimer. Onemightthink thata shorterde-
lay would leadto betterperformancéecausehe sendemwaitsless
beforereceving the ack. However, for certainlink speedsa low
value suchas 50 msecguaranteeshat every ack for in-sequence
datawill be a delayedack, which is insteadcountefproductie
becausehe sendemwinds up waiting longer for acksin termsof
the delay requiredto acknavledgetwo paclets. Supposehe de-
lay timer is setfor secondsthe maximumrate of the Internet
pathis bytes/seandthe datapaclets have size bytes. Then
wheneer , it is impossiblethat two full-sized datapack-
etswill arrive beforethe delaytimer expires. Consequent|ythe
sendemwill wait an extra seconddor the acknavledgementof
every two paclets. If msecand bytes,thenfor

KB/secthe TCP will ack every paclet eveniif they ar-
rive asfastaspossible.This rangeincludesthe still-quite-common
ratesof 56 Kbit/secand 64 Kbit/sec. If, howvever, msec,
thenonly for KB/secis thedelaysub-optimal Thisratein-
cludessomeof today’s modemshut no othercommonlyusedlink
technologies.

Normal acks.Wetermanack“normal” if it is for two full-sized
paclets. Sinceour studyconcernaunidirectionalbulk transfey we
expectthatmostof thetime thereceving TCPwill have plenty of
opportunityto generataormalacks.

BSD-derved TCPsdo not simply generateacknavledgements
every time they receve two in-sequencefull-sized paclets. In-
steadthey generatéhe acknaviedgementsvhenthereceving ap-
plication processhas consumedhat much data, even if the data
it consumedvasactuallydeliveredin earlierpaclets. This means
that normalacksare not always promptly generated We analyze
thetiming of their generatiorbelav in  9.3. Herewe simply note
thatquitefrequentlythedelayin generatioris very small.

SinceLinux 1.0 TCPacksevery paclet, it doesnotgenerateor-
mal acks, by tcpanaly 's de nition of “normal”’ SolarisTCP
generatemormalacksafter aninitial slow-startsequencebut not
before(seebelow).

Stretch acks. Every implementationin our study except

Well, almostimpossible. It sometimeshappengdueto “timing com-
pression’dy the network afterthe bottlenecHink, asdiscussedn [Pa973.
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Linux 1.0 sometimegeneratesstretch” acksfor more thantwo
full-sized paclets. We suspecmostof theseoccurbecausef de-
laysin the applicationprocessconsumingthe newly arrived data.
For mostimplementationsstretchacksusuallywere for no more
thanthreefull-sizedpaclets.

Some TCPs, however, were especiallyproneto large stretch
acks, particularly someof the IRIX sites. Theseinstancesvere
for themostpartintermittent/ikely re ecting periodsof heary ver-
suslight load. SolarisTCP, however, generatestretchacksquite
regularly. It apparentlyhasbeentunedsuchthat during the ini-
tial slow-startit generatesnly oneackfor eachincreasingly-lage
“ight” of paclets. The ackscomeimmediatelyafter the end of
eachight, indicatingthatthe TCPkeepsrackof theexpectedsize
of eachslow-start ight.

It seemsvery likely thatthis ackingbehaior was developedin
orderto maximizethroughpufor local-areanetworks. The acking
policy, however, hasfour major dravbacksfor wide-areanetwork
use. Theseareworth discussingbecauseat rst blushwe might

nd suchafrugalackpolicy attractve dueto its apparenef ciency.

First, becauseeachack adwancesthe windov by increasingly
large amountsthe ackingbehaior leadsto progressiely burstier
transmissiondy the sender asit sendsmore and more back-to-
backpacletsasfastasit can.

Next, becaus®nly oneackis sentperround-triptime, the con-
nectionlosestheusualbene t of exponentialindow-increasedur-
ing slow-start. Onthe th slow-start ight, the Solarisackingpol-
icy will leadto exactly pacletsin ight. A policy of ack-every-
paclet, onthe otherhand,leadsto pacletsin ight, anenor
mousdifferencewhentrying to fully utilize a network pathwith a
large bandwidth-delayroduct.

In addition,becaus®nly oneackis sentperround-triptime, the
resultingconnectionsare brittle in the faceof paclet loss, which
is muchmoreprevalentin wide-areanetworks thanlocal-areanet-
works. If theackis lostthenthedata/acKpipeline” mustshutdowvn
with anotherwiseunnecessargxpensve (in termsof performance)
retransmissiotimeout.

Finally, the Solarisackingpolicy is provably sub-optimalin the
following sense.Oneof the goalsof a solid implementatiorof a
transporprotocolsuchasTCPshouldbethat,in theabsencef ary
competingnetwork trafc, a transportconnectionshouldquickly
reacha statein which it deliverspacletsto thereceving endcon-
tinuously and at the available bandwidth. Yet the Solarisacking
policy cannotachieve this goal, even if we allow its linear slow-
startwindow increasaliscusse@bove to qualify as“quickly.”

Sequence #
20000 40000 60000 80000 100000

olm =m = =
0.0 05 10 1’5
Time

Figure7: More frequentacking” lling thepipe”

The fundamentabproblemis that, regardlessof how large the
slow-start ight grows, it always eventually comesto an end, at
which pointtheSolarisTCPsendghesoleackfor that ight. While
thatack s traversingthe network backto the senderthe sendeiis
perforcedoing nothing becauset hasalreadysentits entire ight
andcannotsendary moredatauntil anackarrivesto advancethe
window. Thus,theSolarisackingpolicy guaranteethatalull equal
to the round-triptime will accommodateach ight of data. The
recever will never seea continuousstreamof pacletsarriving at
theavailablebandwidth!

Figure 6 illustratesthis problem. This connectionhasan RTT
of 44 msec,anda T1 bandwidthlimit of 170Kbyte/sec.Thus,the
connectiors bandwidth-delayproductis about8 Kbyte, soif the
sendinglT CPhasthismuchdatain ight atonetime,ordinarilythat
would sufce to“ Il thepipe” andcompletelyutilize the available
bandwidth.Neartheendof theconnectionit hasmorethan8 Kbyte
in ight, andyet still doesnot achieve full utilization, and never
will, dueto the44 msecdelaysincurredatthe endof each ight.

Other acking policies avoid this problem becausepy acking
more often, they canensure(for a large enoughwindow) thatthe
sendewill have additionaldataalreadyin ight by thetimethecur
rent ight ends.As thewindow grows, the pacletsfrom this next
ight will arrive closerandcloserto theendof the rst ight, until
eventuallythe distinctionbetweenights blursandthe connection
settlesinto a continuousstreamof arriving datapaclets. Figure7
shavs sucha connectionwith the samesenderasin Figure6 (but
with threetimesthe RTT, which is why the connectiorstartsmore
slowly).

9.2 Acking out-of-sequencealata

When a TCP receves a paclet with out-of-sequenceata, it ei-
ther mustgeneratean ack, if the datacorresponds$o dataalready
acknavledged which we term“below sequence”or shouldgener
atean ack, if the datais for a sequenceumberbeyond what has
beenpreviously acknavledged,which we term “above sequence”
[Brg89]. In both cases,the ack generateds for the highestin-
sequencelatareceved.

Of the TCPsin our study only SunO$4.1 exhibitedunusuabe-
havior whenreceving out-of-sequencdata.While it generallywill
immediatelyackbelov-sequenc@aclets,it doesnotalwaysdo so,
and it never immediatelyacksabore-sequenc@aclets. Instead,
it apparentlychecksuponeachexpiration of the 200 msecdelay-
ack heartbeatimer whetherary abore-sequencéor, sometimes,
belov-sequenceilatahasarrived. If so, it generates singledup



ackre ecting its currentuppersequencdéimit. Consequent|ycon-
nectionswith SunOSreceversnever have anopportunityto utilize
fastretransmissiora potentiallysigni cant lossof performance.

9.3 Responsalelays

When measuringa network connectionit is generallymuch eas-
ier to do so from a single endpointthanto coordinatemeasure-
mentat bothendpointspbecauseoordinationcanbe comple, and
becauseoften one haseasyaccesdo only one of the endpoints.
Consequentlywe arevery interestedn thedegreeto which single-
endpointmeasurementanyield accurateresults. In [Pa973, we
explore in detail someof the dif culties of single-endpointnea-
surementpamelythatmary Internetpathpropertiessuchasdelay
andlossrate,areoftenasymmetridn the path's two directions.In
this sectionwe look atthe problemof a TCP sendeattemptingto
assessetwork round-triptimes(RTTs) basedon measurementsf
thedifferencein time betweerwhenadatapacletis sentandwhen
the correspondin@cknaviedgementrrives. An exampleof such
measurementis thecongestiorcontrolschemeaisedby TCPVegas
[BOP94],whichinfershow thesendeiswindow changesireaffect-
ing thequeueinglelaysin thenetwork by inspectingheassociated
RTT timings. As developedin [BOP94],theRTT timingsaremade
solely by the sender Not needingto rely on cooperatiorby the
recever in makingthesemeasurements a greatboonbecauset
immenselydiminishesthe problemof deployingthe scheman the
faceof thelnternets hugeinstalledbaseof TCPimplementations;
but it carrieswith it the risk of having to malke control decisions
basedon considerablylesspreciseinformationthan could be ob-
tainedif therecever cooperated.

In additionto path asymmetriesanotherproblemfor a TCP
senderin accuratelyassessingRTTs is the remoteTCP's response
delay how muchtime it takesto generatean ack for newly re-
ceived data. The variationin the delaysdirectly affectsthe preci-
sionwith whichasendingTCPcanmeasurdRTTs, becaussvithout
therecever's cooperationthe sendinglT CPhasnoway of knowing
which elementsof RTT variation are in fact due to network dy-
namics. Hence,the sendemustcontendwith considerablenoise
in its RTT measurementperhapsnoughto renderimpracticalac-
curateassessmertf the network's stateif usingsendefonly mea-
surement.

We do not concernourselesin this sectionwith the meantime
a TCP takesto generatean acknavledgementasthis contritutes
nothingto errorsin measuringdelayvariation. We alsoassume
thatthe sendercaneliminateone of the commonsourcesof delay
variation, namely delayedacks. Theseare easyto spotbecause
ary time anackis receved thatadwanceshe window by lessthan
two full-sizedpaclets,theackwaspotentiallydelayed We con ne
ourselesto thecommon simplecaseof thetimetakenby different
TCPsto generaténormal” acks( 9.1).

For our traceswe nd abouttwo thirds of thetime that , the
standarddeviation of the responsalelay is belov 1 msec. These
casearegoodnens for sendetbasedmeasurementiowever, the
meanvaluefor wasabout5 msec,andfor the one-thirdof the
traceswith msecthemean climbsto 15msec.

We concludethatfor high-precisionsendetonly RTT measure-
ment,the ackresponselelayswill oftennot prove animpediment;

Theirschemecouldbe extendedto includemeasurementsadeby the
TCPrecever.

The meanresponsalelaywaslessthan1l msecin abouttwo thirds of
ourtracesandlessthan10 msecin about95%of ourtraces.

but sometimeghey will, meaningthat the intrinsic measurement
errorswill belargeenoughto possiblyswampary truenetwork ef-
fectswe wish to quantify Here,"often not” is roughly 2/3 of the
time, “sometimeghey will” is 1/3 of thetime, and“large enough”
is ontheorderof 15 msec.Naturally the point at which the noise
impairs measuremenand control dependson the particulartime
constantassociateavith the connectionandwith whatinforma-
tion the TCPwishesto derive from its measurements.

10 Behavior of additional TCPs

Our analysisof TCP behaior revealedtwo implementationsvith
signi cant problems:Linux 1.0 andSolaris2.3/2.4. Theseimple-
mentationswere also the only independently-writterones. Thus
we nd a striking dichotomybetweenmplementationgxhibiting
seriousproblems,andthosethat do not: the former were written
independentlythelatterbuilt uponthe Tahoe/Ren@odebase.

We interpretthis differenceas highlighting that implementing
TCP correctly is extremelydif cult. The Tahoe/Rendmplemen-
tationsbene tedfrom extensve developmentandtestingby a host
of TCP experts.However, to testour hypothesighatimplementing
TCP independentlys dif cult andfraughtwith error, we needto
examineotherindependenimplementations.To do so, we gath-
eredtracesof threeadditional TCPs: Windows NT, Windows 95,
andTrumpet/Whsock,all implementationfor personatomputers.
We alsoobtainedracesof Linux 2.0.30andLinux 2.1.36,sincethe
Linux TCP underwentmajor revision betweerreleasel.0 andre-
lease?.0.

Windows NT TCP andWindows 95 TCP. Subsequertb gath-
eringourtraceswe weretold by theWindonvs NT andWindows 95
TCPdevelopergsthatthey areactuallythe samemplementationso
we discusghemheretogether We inspectedL4 tracesof the TCPR,
six of it receving dataandeightof it sendingdata.We foundno se-
riousproblems.t doesnotdofastretransmitput thisonly impedes
its own performancejt doesnot affect network stability (if ary-
thing, it abetsstability). The only unusualaspectf its behaior
we found, all minor, arethat: (i) its congestiorwindow appeargo
beinitialized to the MSSvalueit offers, ratherthanthe negotiated
MSS, sameassomeRenovariants( 8.3); (ii) it ignoresFIN bits
presenbn pacletsthatarrive abose-sequenceequiringthe FIN to
be retransmitted Solaris2.3 also doesthis); and (iii) it doesnot
alwaysimmediatelyacknavledgebelov-sequencgaciets.

Trumpet/Winsock TCP. The last independentlyimplemented
TCP we studiedwas Trumpet/Wnsock. We obtained13 tracesof
versions2.0band3.0c. We did not detectary differencebetween
the two, eventhoughthe releasenotesof 3.0cindicatedit x eda
retransmissioproblemwith version2.

The rst problemTrumpet/VWhsockTCP exhibitsis thatit skips
theinitial slow start It further skipsslow start after timeoutre-
transmission We did obsere someapparenslowv-startsequences
afterretransmissiotimeouts(thoughduplicateacksreceved dur
ing thesequenceadwancedhecongestiowindow), indicatingthat
the notion of enteringslow startaftertimeoutis presentn theim-
plementationput incorrectlyimplemented Theretransmissiose-
gquencefiadoneotherunusuabspectwhichis thatthey beganwith
thetransmissiomf apacletfollowed10 msedaterby aretransmis-
sionof thatsamepaclet.

In addition,its ackingis entirelytimerdriven,incurring similar
performancemplicationsasfor Solaris( 9.1). Finally, it discads
anyabove-sequencdatait receivesFigure8 shavs this surprising
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Figure 8: Trumpet/WWnsock recever discarding above-
sequencelata

de ciency. The tracewas capturedat the Trumpet/Whsock side
of a connectionin which the TCP wasreceving a bulk transfer
Shortly after , a sequencéole forms dueto a paclet
having beendroppedby the network. 13 more pacletsfollow, all

arriving safely yetthe TCP doesnot generateary duplicateacks
indicatingtheir reception. Whenthe lost paclet is nally retrans-
mitted dueto atimeout,we nd it doesnot Il theholepreviously
createdwhichwouldleadto theTCPacknavledgingbothit andthe
13 previously receved paclets. Instead,only it is acknavledged,
andasadditionalpaclets (alreadysafelyreceved) are retransmit-
ted, they too form thelimit of theacknavledgeddata.

Thus,the TCP hasthrown awayall of the additionalpacletsit
recevedabove thesequencéole!

Thesebehaiors have strong,adverseimpactson network stabil-
ity. Skippingslow startinitially and after loss meansthat Trum-
pet/Winsock datatransferscan presentheary burstsof trafc to
the network whenit lacksthe resourcedo acceptthem. It vio-
latesthe standardBr89]. Acking only whena timer expirescan
leadto excessie, unnecessaryetransmissiongvhena single ack
for mary pacletsis droppedby the network. It alsoviolatesthe
standardFinally, discardingsuccessfully-receéd abore-sequence
datawastesnetwork resourcesas the other TCP must resendall
of the dataagain. This behaior, while strongly discouragedy
[Br89, 4.2.2.20],is notstrictly forbidden,presumablyo avoid in-
de nitely tying up resourcesn the receving TCPin caseswhere
connectiity is lostwith thesender

Linux version 2. Aided by the Linux TCP developerswe gath-
ered65tracesof Linux version2 (release®.0.30and2.1.36 which
we analyzedas a single version). As notedabove, betweenver-
sion 1 and version2, the Linux TCP underwentmajor revision.
Linux version2: (i) doesnotsuffer from the seriousretransmission
problemdiscussedn 8.5; (ii) implementdastretransmitandfast
recovery; (i) implementgelayedacks;and(iv) initializesssthesh
to alargevalue,ratherthanto only two paclets.

We alsofoundthatLinux version2 useshigherresolutionRTT
measurementsiesulting in  ner-grained retransmissiortimeout
valuesthanthoseof BSD-derved TCPs. The TCP alsomeasures
everypaclet'sRTT for usein its RTO computationratherthanonly
onepaclet per ight asis doneby BSD TCPs. In addition,Linux
version2's RTO computatiorincludesadditionaltermsto increase
the RTO to accountfor the congestiorwindow size. We have not
evaluatedvhethertheresultingRTO valuescanleadto unnecessary
retransmissiongyr if they simply allow the TCPto respondaster

We veri ed theirchecksum®y capturingthe entirepaclet contents.

toloss.

Finally, we obsered two implementatiorproblems(both com-
municatedo theimplementors)The rst is thatthe TCP executes
fastretransmissiomponreceving two duplicateacksratherthan
three—aconsequencef misinterpretinga descriptionof the algo-
rithm. In [Pa97ajwe analyzetheeffectsof thischangeand nd that
it resultsin up to 70% morefastretransmissiompportunities put
alsoleadsto threetimesasmary unnecessargetransmissionge-
causeof the prevalenceof out-of-orderdatapaclet delivery in the
Internet.

The secondproblemis that when sstheshis setin response
to detecting congestion,it is assignedto cwnd?2, rather than

cwnd rcvwin Consequentlyif a connectionis recever
window-limited and cwnd hasgrown signi cantly beyond the re-
cewverwindow, thensstheshmight effectively becutlittle or notat
all whencongestioroccurs.

11 Conclusions

tcpanaly  holdspromiseasavaluabletool for analyzingTCPbe-
havior, usefulbothin its own right for diagnosingperformancend
congestiorproblems,and also as a way to accountfor the sepa-
rateeffectson a connectiors dynamicsof the behaior of the TCP
endpointsversusthatof the connectiors Internetpath. We regard
tcpanaly 's developmentas not fully satisfyingbecauseof our
inability to write the tool in termsof one-passanalysisof generic
TCPactions( 4), butthetripleimpediment®f paclet Iter errors,
vantagepointambiguitiesandwide behaioral variationacrosgif-

ferentTCPimplementationsnalkesthis dif cult to achieve.

We nd theresultinginsightsgainedinto the behaior of differ-
ent TCPsquite interesting. Not only do someTCPsimpair their
own performancer thatof their connectiormpeersby their sending
andreceving behaior, but someof the TCPsfail to obsere the
fundamentakongestiormanagementequirementf cutting the
congestiorwindov upon a loss, initially retransmittingonly one
paclet, andretainingdatarecevedabore asequencéole. Thesta-
bility of the Internetrelieson the good congestiorbehaior of its
participatingTCPs,yetwe nd thisis oftenlacking. Furthermore,
we obseredthatall of the TCPswith seriouscongestiorproblems
werewritten independentlywhile thoseof BSD lineagehave only
relatively minor problems. This last nding strongly aguesthat
implementingTCP correctlyis exceptionallydif cult. Giventhat
Internetstability relieson TCP correctnessit thereforebehowes
the Internetcommunityto take enegetic stepstowards providing
toolsandreferencemplementations$o aid the efforts of implemen-
tors.
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