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Abstract
We describetcpanaly , a tool for automaticallyanalyzinga TCPimple-
mentation's behavior by inspectingpacket tracesof theTCP's activity. Do-
ing sorequiressurmountinganumberof hurdles,includingdetectingpacket
�lter measurementerrors,copingwith ambiguitiesdueto the distancebe-
tweenthe measurementpoint andthe TCP, andaccommodatinga surpris-
ingly large rangeof behavior amongdifferentTCP implementations.We
discusswhy our efforts to develop a fully generaltool failed, and detail
a numberof signi�cant differencesamong8 majorTCP implementations,
someof which, if ubiquitous,would devastateInternetperformance.The
mostproblematicTCPswereall independentlywritten,suggestingthatcor-
rect TCP implementationis fraught with dif�culty . Consequently, it be-
hoovesthe Internetcommunityto develop testingprogramsandreference
implementations.

1 Intr oduction
Therecanbeaworld of differencebetweenthebehavior weexpect
of atransportprotocol,andwhatwegetfrom anactualimplementa-
tion. Somesurprisescomefrom behavior thatis consistentwith the
protocolspeci�cation,yet unexpectedbecauseof unforeseeninter-
actionsbetweentheprotocolandthenetwork. Othersurprisescome
from incorrectimplementations,which maybedueto logic errors,
misinterpretationsof thespeci�cation,or consciousdecisionsto vi-
olateit in orderto gainbetterperformance.

For anetwork suchastheInternet,surprisingbehavior canprove
disastrous.For example,theoriginal TCPspeci�cationdid not de-
tail how many packetsa TCP endpointshouldretransmitwhenit
believesit hasdetectedpacket loss.This led to anunforeseeninter-
actionin which congestioncollapserenderedthe network useless
during periodsof heavy load [Ja88]. The situationwasremedied
by Jacobson's work on congestionavoidance,now partof theTCP
speci�cation. However, theInternetcanstill besubjectto conges-
tion collapseif TCPsdonotcorrectlyimplementthesere�nements.
Internetstability relieson thecorrectnessof themyriadTCPsused
by its hosts,almostnoneof whichhave receivedclosescrutiny.
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Thesesortsof problemsarenot restrictedto TCP. Similar issues
ariseconcerningtheInternet's routingprotocolsanddistributeddo-
mainnamesystem,for example.In thispaperwefocusonanalysis
of TCP implementations,but similar techniquescould prove very
usefulfor examiningthebehavior of thekey elementsof any large,
heterogeneousnetwork.

Therehave beennumerousstudiesexploring protocolbehavior,
usuallyconductedin thecontext of simulatingvariationsof a sin-
gle, sometimesabstract,implementationof the protocol. Studies
of particularimplementationshave beenfew, almostall involving
manuallyvaryingtheinputsreceivedby theprotocolandmanually
analyzingthesubsequentbehavior.

Webecameinterestedin theproblemof automaticallyanalyzing
a TCP's behavior whenfacedwith a wealthof TCPtracedatafor
which we wishedto distinguishthe effectsof the TCP endpoints
from thosedueto thenetwork pathitself [Pa97a]. In this paperwe
discusstcpanaly , a tool wedevelopedthatanalyzespacket �lter
tracesproducedby tcpdump [JLM89].

�

tcpanaly hascoded
within it knowledgeof a large numberof TCP implementations.
Using this, it candeterminewhethera given traceappearsconsis-
tentwith a given implementation,and,if so,exactly why theTCP
choseto transmiteachpacket at thetime it did. If a traceis found
inconsistentwith aTCP, tcpanaly eitherdiagnosesalikely mea-
surementerror presentin the trace,or indicatesexactly wherethe
activity in thetracedeviatesfrom thatof theTCP, whichcangreatly
aid in determininghow thetracedimplementationbehaves.

Our approach differs from most previous studies in that
tcpanaly 's analysisis entirely con�ned to inspectingpacket
traces. One major bene�t of this approachis that we can use
tcpanaly to analyzeTCP implementationsfor which we have
nosourcecodeaccess,andnoopportunityto directly instrumentor
manipulatetheimplementation.All we needis to somehow obtain
tracesof theTCPsendingandreceiving bulk datatransfers.

Table1 summarizesthedifferentTCPimplementationswestud-
ied, giving the name,the different versions,and the numberof
tcpdump traceswe hadof the implementationsendingor receiv-
ing a bulk transferof 100 Kbyte. The large numberof tracesis
bene�cial in providing opportunitiesto observe rarely-manifested
behavior. The secondgroupin the table(Windows 95/NT, Trum-
pet/Winsock,Linux version2) werecontributedby colleaguessub-
sequentto the main part of our study. They re�ect variable-sized
transfers.Wehavenot incorporatedtheseimplementationsyet into
thoseknown to tcpanaly .

For the main TCPs in our study, all but Linux, Solaris, and
SunOS4.1 are somevariant of the “Reno” TCP distributedwith
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Implementation # Sender # Receiver Lineage

BSDI 1.1,2.0,2.1� 3,394 3,605 Reno
DECOSF/11.3a,2.0,3.0,3.2 1,874 1,897 Reno
HP/UX 9.05,10.00 1456 1553 Reno
IRIX 4.0,5.1,5.2,5.3,6.2� 3,046 3,119 Reno
Linux 1.0 23 26 Indep.
NetBSD1.0 122 121 Reno
Solaris2.3,2.4 5,705 5,535 Indep.
SunOS4.1 4,353 4,156 Tahoe

Linux 2.0.30,2.1.36 46 19 Indep.
Trumpet/Winsock2.0b,3.0c 7 6 Indep.
Windows 95,Windows NT 8 6 Indep.

Total 20,034 20,043

Table1: TCPimplementationsstudied

BSDUnix. SunOS4.1is avariantof “Tahoe,” aRenopredecessor.
We refer to Tahoe-andReno-derived TCPscollectively as“BSD-
derived.” The Linux andSolarisimplementations,however, were
written independentlyof theBSDTCPsandof eachother.

In the next sectionwe summarizeprevious work on analyzing
TCP implementations.We thenturn in
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3 to the importantprob-
lem of how to calibratetracesproducedby packet �lters to elimi-
nateor copewith measurementerrors. In

�

4 we discussthebasic
designof tcpanaly ; in particular, why we foundwe hadto code
into it speci�c knowledgeaboutdifferentTCPsinsteadof writing
it asa “generic” TCPanalysistool.

�

5 discussesin generalterms
how we addnew implementationsto tcpanaly , and

�

6 and
�

7
thendetail how tcpanaly analyzesa TCP's senderandreceiver
behavior.

�

8 and
�

9 discussthedifferentbehaviors observed for
the implementationsin Table1. Oneof the important�ndings is
that independently-writtenTCPstendto have muchmoresigni�-
cantcongestionandperformanceproblemsthanBSD-derivedones.
Thismotivatedusto brie�y analyzein

�

10 theadditionalindepen-
dentimplementationslistedin thesecondpartof Table1. We �nd
oneof them,Trumpet/Winsock,exhibits severede�ciencies. The
observationthatif any oneof severalof theimplementationsin our
studywereubiquitous,thentheirbehavior woulddevastateInternet
performance,leadsusin

�

11to emphasizetheneedfor theInternet
communityto provideanalysistoolsandreferenceimplementations
to aid theeffortsof implementors.

2 Previous implementation studies

Several researchershave previously studiedandcharacterizedthe
behavior of TCPimplementations,usingdifferenttechniquesfrom
ours.In thissection,wegiveabrief overview of thetechniquesand
results,andat theendcomparethestudieswith ours.

ComerandLin studiedTCPbehavior usinga techniquetermed
activeprobing [CL94]. Active probingconsistsof treatinga TCP
implementationasablackboxandobservinghow it reactsto exter-
nal stimuli, suchas a loss of connectivity to the other endpoint.
They examined � ve implementations,IRIX 5.1.1, HP-UX 9.0,
SunOS4.0.3, SunOS4.1.4, and Solaris 2.1, to determinetheir
initial retransmissiontimeout values,“keep-alive” strategies,and
zero-window probingtechniques.The authors'emphasiswason
correctnessin termsof the TCPstandards,andthey foundseveral
implementation�a ws.

Brakmo and Petersonanalyzedperformanceproblems they

foundin TCPLite, a widely-usedsuccessorto TCPReno[BP95].
TCPLite is alsoknown as“Net/3,” thenamewe will subsequently
use.Their approachwasto simulateNet/3's behavior usinga sim-
ulatorthatdirectlyexecutedtheNet/3code.They foundanerrorin
the“headerprediction”codethatcouldleadtoafailuretoshrinkthe
congestionwindow whenrequired;inaccuraciescomputingthere-
transmissiontimeout(RTO) dueto detailsof theintegerarithmetic
usedto approximatethetruereal-numberedcalculations;confusion
aboutwhetherthe “maximumsegmentsize” (MSS) variableused
for sizingdatapacketsandupdatingthecongestionwindow should
includethesizeof TCPheaderoptions;very burstybehavior when
the offeredwindow advancesa large amount(dueto an incoming
ackfor a largeamountof new data);anda“fencepost”errorfor de-
terminingwhetherthecongestionwindow needsto beshrunkafter
a fast recovery sequence.They alsodiscussed�x esfor the prob-
lems.

Stevensdevotesa chapterin [St96] to ananalysisof thebehav-
ior of a large numberof TCP connectionsmadeto a World Wide
Web server runningNet/3 TCP. He characterizedthe rangeof op-
tionsofferedby theremoteTCPs,�nding tremendousvariation(in-
cluding many obviously incorrectvalues);the rateat which con-
nectionattemptsandre-attemptsarrived;thevariationin roundtrip
time betweenthe server andthe remoteclients; andthe pending-
connectionload on the server. He further found that almost10%
of all SYN packets were retransmitted;someremoteTCPssent
“storms”of up to 30 SYNs/secall requestingthesameconnection;
andsomeremoteTCPsdid not correctlybackoff their connection-
establishmentretry timer. Healsoidenti�ed threeNet/3implemen-
tationbugsanddiscussed�x es.

In recentwork, Dawson,JahanianandMitton studiedsix TCP
implementations—SunOS4.1.3, AIX 3.2.3, NeXT (Mach 2.5),
OS/2,Windows 95,andSolaris2.3—usinga “softwarefault injec-
tion” tool they developed[DJM97]. Their basicapproachis a re-
�nement of ComerandLin' s “active probing,” in which they inter-
posea generalpurposepacket manipulationprogrambetweenthe
TCPimplementationandtheactualnetwork, sothey canarbitrarily
control the packets the TCP sendsandreceives. The main focus
wasonTCPtimermanagement.They foundthatkeep-alivebehav-
ior andretransmissionsequencesvary a greatdeal,andthatsome
TCPsdonotcorrectlyterminatetheirconnectionswith RSTpackets
if themaximumretransmissioncountis reached.They alsofound
that Solaris2.3 usesa muchlower initial RTO, around300 msec,
thantheotherimplementations(ComerandLin foundthesamefor
Solaris2.1 [CL94]), and takes much longer to adaptthe RTO to
higher, measuredround-triptimes(RTTs). Wediscussbothof these
latterproblemsfurtherin
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8.6.

Exceptfor [St96], thesepreviousstudiesusedactivetechniques,
in which animplementation's behavior is examinedby controlling
thepacketsit receivesanddeterminingits response.All of thestud-
ies involve manualanalysis.Our emphasisis on off-line analysis
of packet traces,a passivetechnique,which is logistically much
easierto effect,andon developinga programfor performingauto-
matedanalysisof thetraces.By encapsulatingknowledgeof packet
traceanalysisin aprogram,weaimtobroadentheavailability of the
analysisandprovideabaseonwhichtobuild futureanalysisefforts.
Wenotethatonecancombineactive techniques,for controllingthe
stimuli seenby a TCPimplementation,with automatedanalysisof
tracesof theresults,for determiningtheTCP'sresponse.



3 Calibrating packet �lters

Whenusingpacket tracesto analyzetransportandnetwork behav-
ior, a fundamentalissuethatmustbe addressedis theaccuracy of
the traceitself. Packet tracesare createdby usingpacket �lter s,
operatingsystemservicesfor selectively recordingnetwork traf�c.
In thissectionwediscussthedifferentsortsof measurementerrors
anddif�culties packet �lters can introduce,andhow tcpanaly
strivesto detectthem.

We assumefamiliarity with how packet �lters work: in partic-
ular, the notionsof generatingtimestampsthat re�ect wheneach
packetwascaptured;thepossibilitythatpacketsarecapturedeither
directly at oneof theconnectionendpoints,or by passively moni-
toringabroadcastnetwork usedby theendpoint;andthedistinction
betweenkernel�ltering, in which theoperatingsystemkernelpos-
sessessuf�ciently rich internal�ltering to itself winnow down the
packet streamto just thoseof interest,versususer-level �ltering,
whichentailscopying thepotentiallyvery highvolumeof network
traf�c from thekernelupto theuser-level (merelysoalmostall of it
canbediscarded),possiblyaggravatingtheproblemof packet �lter
drops(
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3.1.1).
We also assumefamiliarity with the informal notion of “wire

time,” meaningthe time whena given packet beginsor completes
transmissionon a network link. We hopethat thetimestampspro-
ducedby apacket �lter areascloseaspossibleto thewire timesof
thepacketson themonitoredlink.

3.1 Packet �lter errors

It is crucialin any studybasedonpacket �lter measurementto con-
sidertheformsof measurementerrorsthatpacket �lters canexhibit.
In thissectionwediscussfour typesof errors:drops;additions;re-
sequencing;andtiming. For each,welook attheimpactof theerror
on subsequentanalysis,andhow tcpanaly attemptsto diagnose
thepresenceof theerror.

3.1.1 Drops

The most widely recognized(and often most common)form of
packet �lter erroris thatof drops, in whichthetraceproducedby the
�lter failsto includeall of thepacketsappearingonthenetwork link
thatmatchedthe�lter pattern.Theusualreasonthatdropsoccuris
that the measuringcomputerlackssuf�cient processingpower to
keepup with therateatwhichpacketsarriveon themonitorednet-
work link. This is particularlya problemfor machinesrequiring
user-level �ltering, becausefor themconsiderableprocessingcan
bespentsimply moving thestreamof monitoredpacketsup to the
user-level from the kernel-level. We observed very few dropsby
thekernelpacket �lters in our study.

Packet �lter dropscan presentseriousproblemsfor analyzing
network traf�c. For example,any analysisof packet lossratesmust
becertainnot to confuse�lter dropswith truenetwork drops.

Packet drop reports. Theoperatingsystem's packet �lter inter-
faceusuallyincludesa mechanismto queryhow many packetsthe
kerneldropped.Network interfacecards,on theotherhand,often
supplyonly crudesignalsfor whetherany packets weredropped
beforethe kernelcould receive them. Unfortunately, a numberof
operatingsystemsdonotreportdrops(someof theOSF/1,HP-UX,
IRIX, and Solaristracing machinesin our study). Othersreport
dropswhenin factthetraceincludesall of theconnection'spackets;
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Figure1: Packet �lter duplication

someof theseappearto not clearthedropcounterbetweensucces-
sive usesof the packet �lter (for example,oneIRIX site reported
exactly62droppedpacketsfor 256consecutive traces).Still others
reportno dropswhenin fact thereweredrops(someNetBSD1.0
andSolarissystems).

Detecting �lter drops. Becausewe cannottrust packet �lters
to reliably report drops, tcpanaly employs a numberof self-
consistency checksto infer their presence.The key in doing so
is to be certainnot to mistake a genuinenetwork drop for a �lter
drop,while still detecting�lter dropsasaccuratelyaspossible.For-
tunately, for TCPtraf�c it is usuallypossibleto discernbetweena
network dropanda�lter drop,becauseTCPis reliable. Thismeans
thata (correct)TCPimplementationwill diligently work to repair
genuinenetwork drops,while takingno actionin responseto �lter
drops(since,in fact,thepacketsweresuccessfullytransmitted).

Thisobservationleadsto 8 differentself-consistency checksem-
ployedby tcpanaly . For example,anacknowledgementfor data
that, accordingto the trace,hasnot arrived almostcertainly indi-
catesa drop. All of thechecksconcerna TCPeithersendingdata
at an apparentlyinappropriatetime, or failing to sendat a seem-
ingly appropriatetime. Oneof themostpowerful self-consistency
checksfor detectingdropsis determiningwhethera TCP imple-
mentationsentdatabeyondthecomputedcongestionwindow. De-
tectingthisinconsistency is dif�cult becauseit requiresunderstand-
ing exactly how the particularTCP implementationmanagesits
congestionwindow. tcpanaly doeshave this knowledge(

�

6),
however, soit canmake thischeck.

3.1.2 Additions

While it' s easyto seehow packet �lters might drop packets, it' s
surprisingto �nd that they canalsorecordextra packets! This can
happen,however, with theIRIX 5.2and5.3packet �lters. Figure1
shows partof a sequenceplot exhibiting this problem.The � -axis
givesthetime with respectto thebeginningof theconnection,and
the � -axistheuppersequencenumberof eitheradatapacket (solid
squares)or ack(outlinedsquares).

Here, the ack just beforetime �������	�
����
 hasliberated� ve
packets. Eachoutgoingdatapacket appearstwice. Theslope(i.e.,
datarate)of thetwo setsof packetsis telling. The�rst corresponds
to over 2.5 MB/sec,while thesecondis almostexactly 1 MB/sec.
This latteragreescloselywith thedatarateof anEthernet,andin-
deedthe hostgeneratingthe traf�c wasconnectedto an Ethernet.
Thus,surprisingly, the earliersetof packetsappearto have bogus
timing while thelatersetappearsto beaccurate!

This puzzlingpicturemakessensegiven thefollowing explana-
tion. This tracewas maderunning the packet �lter on the same
machineaswasgeneratingthenetwork traf�c. Theoperatingsys-



tem is apparentlycopying outgoingpacketsto the �lter twice, the
�rst time whenthe packets arescheduledto be sentout onto the
local Ethernet,andthesecondtime whenthey actuallydepartonto
theEthernet.The2.5MB/seccorrespondsto how fasttheoperating
systemis sourcingthetraf�c, while the1 MB/secre�ects thelocal
ratelimit of theEthernetlink speed.

tcpanaly copeswith measurementduplicatesby discarding
thelatercopy, for reasonsdetailedin [Pa97b].

3.1.3 Resequencing

Anotherform of packet �lter erroris whatweterm“resequencing,”
in which thepacket �lter alterstheorderingof thepacketsso that
it no longerre�ectseventsasthey actuallyoccurredin thenetwork.
Resequencingeventsare often subtle, involving time scalesof a
few hundred� sec. They can,however, completelyconfuseauto-
matedanalysisof TCPcause-and-effect. In a resequencedtrace,a
datapacket might appearto besentjust beforetheackarrivesthat
openedthecongestionwindow enoughto liberateit. Resequencing
problemsoccur quite frequentlyfor Solaris2.3/2.4packet �lters
whenrecordingtheir own host's traf�c, plaguingabout20%of the
tracesin our study. Resequencingalmostnever occursfor any of
theotherpacket �lters.

WespeculatethattheSolarispacket �lter hastwo codepathsby
whichpacketsarecopiedto thepacket �lter for recording,onecor-
respondingto incomingpacketsandonecorrespondingto outbound
ones. If the outboundpathis appreciablyfasterthanthe inbound
one;if copiesof packetscanqueueseparatelyin bothpathswaiting
for the �lter to recordthem; andif packetsareonly timestamped
when the �lter processesthem, then the combinationcan lead to
resequencing.

As notedabove, resequencingdestroys any readyassessmentof
cause-and-effect. It also meansthat the packet timestampshave
largemarginsof error, with abiastowardsoverestimatinghow long
it takes acksto arrive comparedto how quickly datapackets are
sentout. Thus,tcpanaly needsto detectthis problemsothat it
knows not to trust the sequenceof eventsreportedby the packet
�lter . It doessoby looking for threedifferentsituations:(i) a data
packet sentafter a lengthylull that is followed very shortly after
by an ack; (ii ) a datapacket sentin violation of the congestionor
offeredwindow, shortlyfollowedby anack;or (iii ) anackfor data
thathasnotyetarrived,but arrivesveryshortlyafterward.

3.1.4 Timing

Another type of packet �lter error concernsthe accuracy of the
timestamprecordedfor eachpacket: how closeis the timestamp
to thetruewire time?

tcpanaly employs several consistency checksto calibrate
packet �lter timestampsbasedon comparingpairs of packet tim-
ings: those correspondingto when the sender's packet �lter
recordedeachpacket's departure,andthoseof whenthereceiver's
packet �lter recordedthe packet's arrival. Thesetestsprove quite
effective at detectingtwo key timing problems,clock adjustments
(a clock jumpsforward or backward) andrelativeclock skew (the
clock at oneendpointrunsfasterthanthatat theother). Thetests,
however, requireextensive analysis,which we discussin [Pa97b]
andnotheredueto spacelimitations.

In thissectionwe con�ne ourselvesto asimpletesttcpanaly
performs to check the validity of a single trace's timestamps,
namelyensuringthat they never decrease.We refer to a decrease
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Figure 2: Exampleof an ambiguity causedby the packet
�lter' s vantagepoint

in thetimestampvaluesas“time travel.” We might think that time
travel wouldneveroccurandcheckingfor it is awasteof effort, but,
surprisingly, it doeshappen!Weobservedmorethan500instances
amongour traces,all involving BSDI 1.1or NetBSD1.0clocks.

Time travel hasa simpleexplanation:it re�ects the local clock
beingsetbackwards. It canoccur frequentlyif the clock is peri-
odically synchronizedwith anexternalsourceby settingit directly
to thesource's reading,andif theclock tendsto run fast. Another
form of time travel is a forward adjustment.Thesearemuchmore
dif�cult to detectsincethey appearvirtually identicalto aperiodof
elevatednetwork delays.They can,however, bedetectedif onehas
availabletracepairs of packet departuresandarrivals,asdiscussed
in [Pa97b].

3.2 Packet �lter “v antagepoint”

While not a measurementerror per se, anotherdif�culty in cali-
bratingpacket �lter measurementsarisesfrom complicationsdue
to thepacket �lter' s locationin thenetwork. We termthis its van-
tage point. Vantagepoint effectscanbequitesubtle,andthey are
mostinsidiouswhenthe�lter appearsasif it werelocateddirectly
atoneof theTCPendpoints,andonlyoccasionallydoesits separate
locationalterthetraf�c perspective it records.

Figure2 givesanexample. Thesequenceplot is from a packet
�lter recordingtraf�c at the sendingendpoint. A little after time

� ��� � ����� , an ack arrives for sequence51,703. Very shortly
afterwards an ack arrives for 54,273,which was originally sent
sometime in the past, and successfullyreceived. Then at time

� ��� � ���	
 , thesenderretransmitstwo packets,52,737and53,249.
If the sequenceplot truly re�ected the traf�c asseenby the TCP
endpoint,thentheTCPnever shouldhavesentthesepackets,since
it hadalreadyreceivedanacknowledgementfor thecorresponding
data.As canbeseenfrom theplot, shortlyaftersendingthesetwo
packetsthe endpointthendoesprocessthe secondack,andsends
new, unacknowledgeddata.

The key point hereis that neitherthe packet �lter nor the end-
point TCP are behaving erroneously. In particular, this is not a
resequencingerror(

�

3.1.3).Theproblemis simply thatthepacket
�lter' svantagepoint is not exactly thesameasthatof theendpoint
TCPs,andthe problemis exacerbatedby the vantagepoint being
verycloseto thatof theTCPs,asthis thenencouragesassumptions
thatthetwo areindeedthesame.

Vantage-pointproblemscanoccurevenif runningthepacket �l-
ter on the samemachineasthe TCP endpoint,dependingon how



longit takestheTCPto respondto arriving packets.In orderto cor-
rectly analyzeTCP traf�c, tcpanaly mustbe ableto copewith
vantage-pointproblems.Thismeansthatin generalit is insuf�cient
for analysispurposesto only rememberthemostrecentlyreceived
packet (

�

6.1). Dealingwith vantage-pointproblemsconsiderably
complicatestcpanaly 's design,but the result is muchmorero-
bustanalysis.

4 TCP analysisstrategy

Ouroriginalgoalwasfor tcpanaly to work in onepassover the
packet traceby recognizinggenericTCPactions.Thegoalof exe-
cutingonly onepassstemmedfrom hopingtcpanaly might later
evolve into a tool thatcouldwatchanInternetlink in real-timeand
detectmisbehaving TCP sessionson the link. Designingthe pro-
gramin termsof genericTCPactionssuchas“timeout” and“f ast
retransmission”would thenenableit to work for any TCP imple-
mentationwithoutneedingto know detailsof theimplementation.

After considerableeffort, we were forced to abandonedboth
goals. One-passanalysisimmediatelyproved dif�cult dueto van-
tagepoint issues(

�

3.2), in which it wasoftenhardto tell whether
a TCP's actionsweredueto themostrecentlyreceived packet, or
onereceived in the moredistantpast. Attemptsto surmountthis
problemby using

�

-packet look-aheadfor small
�

provedclumsy,
and �nally founderedwhen we realizedthat one basic property
tcpanaly needsto determineconcerninga TCP implementa-
tion is only truly apparentuponinspectingan entireconnection—
namelywhethertheimplementationhasa“senderwindow” (

�

6.2).
Weabandonedthegoalof recognizinggenericTCPactionswhen

thewidevariationin TCPbehavior becameapparent.For example,
asrelatedbelow, theSolarisandLinux TCPimplementationsin our
studyoften retransmitdatapacketsmuchtoo early, andtheLinux
implementationfurthermoreretransmitsentire �ights of packets
ratherthan just onepacket at a time. Neitherof thesebehaviors
�t a genericTCP action (except “broken retransmission”!),and
they arevery easilyconfusedwith legitimateretransmissionsdue
to TCP “f ast retransmission”.Similar problemsariseover subtle
differencesin how TCPsmanagethecongestionwindow.

Thus,we areleft with a muchless�e xible but morerobust de-
sign for tcpanaly : it makestwo passesover thepacket trace,it
uses

�

-packet look-aheadandlook-behindto resolve ambiguities,
andinsteadof characterizingtheTCPbehavior in termsof generic
actions,we mustsettlefor it having codedinto it intimateknowl-
edgeof theidiosyncrasiesof thedifferentTCPimplementations.

5 Adding new implementations

Presently, 7,000linesof tcpanaly 'sC++ codedealwith analyz-
ing TCPbehavior. 1,400of theseconcernthebehavior of thediffer-
entTCPslistedin Table1. Theuseof C++ is particularlybene�cial
for expressingthebehavior of oneTCPimplementationin termsof
its differencesfrom thatof anotherimplementation.

The processof addinga new implementationbegins with se-
lectinga “base” implementationknown to tcpanaly that is pre-
sumedto behave similar to the new implementation.To abetthis
process,tcpanaly canautomaticallyrun all known implementa-
tionsagainsta given trace,sortingtheminto close,imperfect,and
clearly-incorrect�ts to thetrace(discussedfurther in

�

6.1). Once
we have selectedthe baseimplementation,we thenderive a C++

classfrom the implementation's classto representthe new imple-
mentation.

Whentcpanaly runsa known implementationagainsta trace
of a differentTCP, it �ags the�rst point at which theimplementa-
tion disagreeswith thetrace:eithera packet transmittedwhenthe
implementationwould not have sentit (a “window violation”), or
onenotsentwhentheimplementationwouldhavesentit (a “lull”),
or onesentonly afteranapparentlyexcessive delay. We thenman-
ually inspectthe traceat the point of disagreement,often usinga
time-sequenceplot, andattemptto deducea rule thatexplainsthe
differentbehavior of the new implementationat that point. After
codingtherule into theimplementation's C++ class,we iteratethe
process,to determinewhetherthe new rule successfullyexplains
thebehavior, andto �nd the next point of disagreement.We con-
tinuein this fashionuntil tcpanaly canmatchtheentiretraceto
thenew implementation,andthenproceedon to additionaltraces,
if wehaveany. Experiencehasshown theimportanceof regression
testingagainsttheentiresetof availabletraces,any time a change
is madeto theimplementationbehavior codedin theC++ class.

6 Senderanalysis

In this sectionwe discusshow tcpanaly analyzesa TCP im-
plementation's senderbehavior: how the TCP reliably transmits
datato theotherendpoint.Thesenderbehavior includestheTCP's
congestionbehavior: how it respondsto signalsof network stress.
Propercongestionbehavior is crucialto assurethenetwork'sstabil-
ity [Ja88]. Weassumethatthereaderis familiarwith theprinciples
of TCP congestionbehavior in termsof the congestionwindow,
cwnd, andthecongestionavoidancethreshold,ssthresh, asoutlined
in Jacobson's paper;andwith the notionsof “f astretransmission”
and“f astrecovery,” detailedin [St94].

6.1 Data liberations

To accuratelydeducethe senderbehavior of a TCPfrom a record
of its traf�c requiresa packet tracecapturedfrom a vantagepoint
ator neartheTCP, in orderto reliablydistinguishbetweenTCPbe-
havior andnetwork-inducedbehavior. As discussedin

�

3.2,even
a vantagepoint quite closeto the sendercanstill result in timing
ambiguities. We accommodatethis dif�culty by introducingthe
notionof dataliberations. Whenever anacknowledgementarrives,
tcpanaly determineshow for the particularTCP implementa-
tion its receiptupdatesthe receiver and congestionwindows. If
thenew window valuespermit theTCPto sendanotherpacket(s),
tcpanaly thennoteswhichpacketsshouldbesent.At any given
time,a TCPmight have a numberof pendingliberationsit hasnot
yetactedupon.

Thedifferencein timebetweenwhenadatapacketwassentand
whenit wasliberatedde�nestheresponsedelayof theTCPfor that
ack.Unusuallylargeresponsetimesoftenindicatethattcpanaly
hasan incompleteunderstandingof the TCP's behavior, andthat
thedelaywasreallybecausethepurported“liberating” ackdid not
in factliberatethedata�nally sent.

Sometimestcpanaly will observeapacketbeingsentthathas
no correspondingliberation. We term this a “window violation,”
becauseit indicatesthat the TCP exceededeither the congestion
window or the offeredwindow. In principle, tcpanaly should
neverobserveawindow violationif it correctlyunderstandstheop-
erationof the sendingTCP. Violationscanstill occur, however, if



the tracesuffers from measurementdrops,or if the understanding
of the TCP is incompleteor inaccurate.Thus,window violations
areopportunitiesto calibrateboth the traceandtcpanaly 's un-
derstandingof theTCP.

As mentionedin
�

5, tcpanaly canusestatisticsof response
times(minimumvalue,meanvalue)to comparehow closelydiffer-
ent candidateTCP implementationsmatcha particulartrace. If a
candidateimplementationis indeedcorrect,thenits responsetimes
will usuallybe quite small. If the candidateis incorrect,thenthe
liberationstcpanaly computesfor the implementationwill not
correspondto thetimesat which packetsweretruly liberated.The
differenceleadstoeitherincreasedresponsetimesor window viola-
tions.Thus,dependingontherelative responsetimes,andthepres-
enceor lack of window violations,tcpanaly cansort candidate
implementationsinto close�ts, imperfect�ts, andclearlyincorrect
�ts. Theprocessof codinginto tcpanaly anew TCPimplemen-
tation then proceedsby minimizing responsedelay statisticsand
eliminatingwindow violations. tcpanaly �ags the locationsof
the�rst violationandthelargestresponsedelay, pinpointingwhere
in thetraceto inspectin orderto determinehow theTCP'sbehavior
differsfrom thosewe testit against.

Finally, it is importantfor tcpanaly to detectcorruptedpack-
ets,becausethey arediscardedby the receiving TCP ratherthan
processedby it. It doessoby verifying checksumswhenpossible,
aswell asemploying anumberof integrity checks(cf.

�

7).

6.2 Inferring implicit behavior
tcpanaly sometimeslacks critical information that affects the
TCP'sbehavior. In thissectionwediscusshow it inferssuchinfor-
mationbasedon testingthedirectly-availableinformationfor self-
consistency.

One limitation that can shapea TCP's behavior is its “sender
window,” meaningits upperlimit on how many packetsit canhave
in �ight. All TCPshave a senderwindow, namelythe amountof
buffer they cancommit for holdingunacknowledgeddata. Often,
though,this limit is not reachedandcanthusbeignored.

tcpanaly infers whethera senderwindow was in effect by
calculatingthe maximumamountof datathe connectionever had
in �ight. Then,during its secondpassover the trace,if at some
point theTCP'scongestionwindow andtheofferedwindow would
have allowedit to have senta full segmentmorethanthis amount,
but theTCPfailedto do so,thenthefailureto sendadditionaldata
waseitherdueto asenderwindow, or insuf�cient understandingof
theTCP.

Anotherpotentiallyhiddenlimitation arisesif the sendingTCP
picks an initial setting for ssthresh that differs from its default.
Thiscanoccurif aTCPusesinformationpresentin its routecache
to guideits choicein how to initialize a connection's congestion-
relatedparameters.Sincenoneof the TCPsdiscussedin this pa-
perdo so(anexperimentalTCPthattcpanaly alsoknows about
does),wedeferdiscussionof this issueto [Pa97b].

The �nal situationtcpanaly must infer is whetherthe TCP
it analyzesreceivedanInternetControlMessageProtocol(ICMP)
“sourcequench”messageinstructingit to slow down [Po81]. Since
ICMP messagesdonot matchapacket �lter patternlimited to TCP
packets(which is whatwe usedin our study),suchmessageswill
notappearin aTCP-onlypacket trace.

TCPimplementationsvaryin how they respondtosourcequench
messages.In general,theTCPis supposedto diminishits sending
rate. BSD-derived TCPsdo so by enteringa “slow start” phase.

Solarisalsoentersslow start,but in additionit cutsssthreshby a
factorof two. Linux 1.0merelydiminishesthecongestionwindow
by onesegment.

tcpanaly infers the presenceof a sourcequenchasfollows.
Any time it detectsa largeresponsedelay, it looksat theseriesof
packetsbetweentheackcreatingtheliberationandthedatapacket
ostensiblycorrespondingto the liberation,aswell as the packets
shortlyafter. If thewholeseriesis consistentwith slow starthaving
begunsometimebetweentheackandthedatapacket, thenthetrace
is consistentwith anunseensourcequench.(Thisanalysisdoesnot
work for Linux 1.0,sinceit doesnotenterslow start.)

Sourcequenchesare quite rare—they have been deprecated
(

�

4.3.3.3of [Ba95]), sincegeneratingextra network traf�c during
a timeof heavy loadviolatesfundamentalstability principles—but
they do happen,andtcpanaly detected91 instancesamongthe
20,000traces.

7 Receiver analysis

In this sectionwe discusshow tcpanaly analyzesa TCPimple-
mentation's receiverbehavior, namelywhen and how the imple-
mentationchoosesto acknowledgethedatait receives.

Similar to thenotionof dataliberations(
�

6.1),whenanalyzing
receiverbehavior tcpanaly addressesvantagepointproblemsby
keepingtrackof a list of pendingackobligations. WheneveraTCP
receivesdata,it incurssomesortof obligationto generateanack-
nowledgementin responseto thatdata.Theobligationmaybeop-
tional or mandatory.

An optional ack obligation refers to data that the TCP may
chooseto acknowledgebut can also wait beforeacknowledging.
This occurswhennew dataarrives that is in sequence.The TCP
standardstatesthat a TCP may refrain from acknowledgingsuch
datain thehopesthatadditionaldatamayarrive andtheacknowl-
edgementscombined,but for no longer than500 msec(

�

4.2.3.2
of [Br89]). Furthermore,a correctTCPimplementationshouldal-
waysgenerateat leastoneacknowledgementfor every two packet's
worth of new datareceived. Acknowledgementstrategy is further
discussedin [Cl82].

A mandatoryack obligationoccurswhena packet arrives that
requiresthe receiving TCP to respondwith an acknowledgement.
tcpanaly considersthe arrival of any out-of-sequencedataas
creatingamandatoryackobligation.

If tcpanaly observesanackbeingsentfor whichtherewasno
obligation,andwhichdoesnotchangetheofferedwindow or termi-
natetheconnection,thenit �ags theackasgratuitous. Observing
gratuitousacksplaysa role analogousto observingwindow viola-
tionswhenanalyzinga sender's behavior: they canindicateconfu-
sion regardingtcpanaly 's interpretationof the TCP's behavior,
or measurementerrorsin thepacket trace.

As with senderanalysis,for receiver analysiswe needto de-
tectcorruptedpacketsanddisregardthemin orderto correctlyinfer
cause-and-effect betweenarriving dataandthecorrespondingacks
generated.tcpanaly cannotverify a packet's TCPchecksumif
thepacket �lter only recordsthepacketheaders andnot theirentire
contents,asis oftenthecase.Nevertheless,it canusuallyinfer that
a packet arrived corrupted.It doessoby inspectingeachinstance
of the TCP failing to generatethe ackselicited by the packets it
hasseeminglyreceived. If theTCP'sbehavior is insteadconsistent
with it having not receivedoneor moreof therecentpackets,then
tcpanaly infers that the packetswerediscardeduponarrival as



corrupted.
In [Pa97a], weanalyzetheprevalenceof Internetpacket corrup-

tion basedon thisanalysis.

8 Observedsenderbehavior
In this sectionwe look at the variationsin how the differentTCP
implementationslistedin Table1 actwhensendingdata.Our �nd-
ings arebasedon the modi�cations to tcpanaly requiredfor it
to successfullymatchthe tracesof the TCP's behavior, aswell as
occasionalinspectionof sourcecode,whenavailable.

�

We proceedasfollows. First,we presentthesenderbehavior of
two “generic” implementations,“Tahoe”and“Reno,” from which
almostall of the otherimplementationsderive their behavior. We
next summarizethe minor variationsamongthe different imple-
mentations,andthenstudyin detailthesigni�cant senderproblems
exhibitedby Net/3,Linux 1.0,andSolaris2.3/2.4TCPs.

8.1 GenericTahoebehavior
Our Tahoeimplementationre�ects the behavior of the Tahoever-
sionof BSDTCP, releasedin 1988[St96, p.27]. Wediscussit sep-
aratelyfrom thelaterRenoreleasebecauseoneof theimplementa-
tionsprevalent in our study, SunOS4.1, wasclearlyderived from
TahoeandnotReno.

Tahoeincludesslow start, congestionavoidance, and fast re-
transmission, but not fastrecovery. ([St94] discussesall of these.)
Whencuttingssthreshupona retransmission,it never setsit lower
than ��� MSS.It updatesthecongestionwindow cwndaccordingto
congestionavoidanceif cwndis strictly largerthanssthresh, using:

���

�

�

MSS
�

cwnd �	�

(1)

withoutany additionalconstantterm(Eqn2 below).

8.2 GenericRenobehavior
The“Reno” versionof BSDTCPwasreleasedin 1990.Ourgeneric
Renoimplementationdoesnot attemptto preciselydescribethat
release,but insteadto provide a commonbasefrom which we can
expressasvariantsthenumerousReno-derivedimplementationsin
ourstudy. Renodiffersfrom Tahoeasfollows.

First, it implementsfast recovery, in which following a fastre-
transmitit in�ates thecongestionwindow cwndandwill sendad-
ditionalpacketsif enoughadditionalduplicateacks(“dup acks”or
“dups”) arrive.

Consequently, it suffersfromthe“headerprediction”and“fence-
post”errorswhende�ating thewindow, asdescribedin

�

2.
It also includesan additiveconstantwhenincreasingthe win-

dow duringcongestionavoidance.Thatis, insteadof usingTahoe's
increaseasgivenin Eqn1, it uses:

���

�

�

MSS
�

cwnd
��

�

MSS���

� (2)

Theextra termMSS/8leadsto super-linearincreaseof theconges-
tion window duringcongestionavoidance.Subsequentto its addi-
tion to Reno,this extra termhascometo beviewedastoo aggres-
sive ([BP95],creditedto S.Floyd), but its presenceis widespread.

�

Linux 1.0, a laterSolarisrelease,andthe invaluableanalysisof Net/3
in [WS95].
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Figure3: Net/3uninitialized-cwndbug

8.3 Minor variations

Eventhoughmostof the implementationsin our studyarederived
from the commonBSD base,we observed a large assortmentof
minor variations,which we summarizequalitatively herefor pur-
posesof brevity. A fuller descriptionof eachimplementationcan
befoundin [Pa97b].

Among the implementationsin our study, the minor variations
we observed amongthe Reno-derived implementationsconcern:
presenceor absenceof theheaderpredictionbug andMSSconfu-
sionproblemsdiscussedin [BP95];useof Eqn1 versusEqn2; how
ssthreshis roundedwhenit is cut in responseto a retransmission;
failureto cleartheduplicateackcounterupontimeout(rarelyman-
ifested);duplicateacksresultingin updatesto cwnd(rarelymani-
fested);anduseof the initially offeredMSSto initialize cwndin-
steadof theultimatelynegotiatedMSS.Along with theNet/3bug
discussedin thenext section,thesevariationsencompassthediffer-
encesamongall of theReno-derivedimplementations.Wenotethat
many Reno-derived implementationsexhibit more bugswith later
versions,ratherthanfewer—oftena signof a softwaresystemthat
hasoutgrown thecoherenceof its original design,suchthatnewly
addedfeaturesinteractin unexpectedwayswith existingones.

Minor variationsbetweenthe BSD TCPs,Linux 1.0, and So-
laris 2.3/2.4concernwhetherthetestfor slow-startversusconges-
tion avoidanceis cwnd � ssthreshor cwnd � ssthresh, andwhether
thereis aminimumvaluefor how farssthreshcanbecut.

8.4 Net/3uninitialized cwndbug

The onestriking bug we found in Reno-derived implementations
is presentin thosethat incorporatedchangesfrom the BSD Net/3
release.If the remoteTCP doesnot includean MSSoption in its
SYN-ackreply to the Net/3 TCP's initial SYN packet, thencwnd
andssthreshareinitialized to a hugevalue� insteadof MSSbytes.
This bug occursbecauseof an assumptionthat SYN-ackswill al-
waysincludeMSSoptionsandthatthereforereceiving a SYN-ack
is thepropertime to initialize cwndandssthresh.

Figure3 dramaticallyillustratesthepotentialburstinesscreated
by this bug. Here,whenthe initial ack arrivesoffering a window
of 16,384bytes(thecircle above theack),theNet/3TCPinstantly
sendsall thefull-sizedpacketsthat�t within thewindow, a totalof
30 packets. The next ackoffers an even largerwindow andagain
the TCP �oods the network with packets,taking advantageof the
increasedwindow.

�

Speci�cally: �

���

- �

���

. See[WS95,p.835].Thebug doesnot occurif
theinitialization insteadcomesfrom theroutecache.
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Figure4: BrokenLinux 1.0retransmissionbehavior

Ironically, even the �rst packet of thestormwaslost, ascanbe
seenby the lack of progressin the acknowledgements.All told,
14of the61packetssentin the�rst two spikeswerelost (any other
connectionssharingthepathbetweenthetwo TCPsalsosurelysuf-
fered).Fortunately, it is relatively rarethatthisbugmanifestsitself
sodramatically. It requiresinteractionbetweentheNet/3TCPand
aremoteTCPthatbothdoesnotsendMSSoptionsin its SYN-ack,
andoffersa largewindow, anunusualcombination.

This bug illustratesthe fundamentaltensionbetweenTCP per-
formanceandcongestionbehavior. Fixing it lessenstheTCP'sper-
formance(blastingout30packetsatatimecanworkextremelywell
in makingsureoneutilizesall availablebandwidth),but alsomakes
theTCPmuchmore“congestionfriendly.”

8.5 Linux 1.0TCP

The Linux 1.0 TCP implementationwas written independently.
Consequently, it is not surprisingthatit differsin many waysfrom
theothersin ourstudy. Themostsigni�cant differenceis its broken
retransmissionbehavior. First,oftenwhenit decidesto retransmit,
it re-sendsevery unacknowledgedpacket in a single burst. Sec-
ond,it decidesto retransmitmuchtooearly, leadingit to retransmit
packetsfor which acksarealreadyheadingback. Jacobsonterms
thissortof behavior “the network equivalentof pouringgasolineon
a�re” [Ja88], becauseit unnecessarilyconsumesnetwork resources
preciselywhenthey arescarce.Consequently, it canleadto con-
gestioncollapse, in which the network load staysextremelyhigh
but throughputis reducedto closeto zero[Na84].

Figure4 illustratesLinux 1.0's behavior. At the left, anackar-
rivesadvancingthewindow by threepackets,whichtheTCPimme-
diatelysends.At � �

�

�

, however, two duplicateacksarrive, the
�rst of which apparentlyspurstheTCPto retransmitevery packet
it hasin �ight. Shortlyafter, an ack arrivesfor sequence77,825;
this liberatesonly new data,

�

asdoesthis ack for 78,849that fol-
lows momentarily. Noneof thenew dataarrivessuccessfully—the
network is alreadycloggedwith theunnecessaryretransmissions.

At � �

�

� �

�

, sequence79,361timesout andis retransmitted.
This happensagainat � ����� �

�

(thetimeoutis not fully doubling
as it backsoff, thoughin other casesit does). When the twice-
retransmitteddatapacket is ack'd a little while later, againall data
in �ight is retransmitted,andagain1.3 seclater, andagain1.1 sec
later. Worse,notonly is all of thisdatabeingretransmittedatabout
1 secintervals, if we inspectthe activity on �ner time scaleswe

�

Incorrectly—hadthe retransmissionproperlycut cwnd, thenthis data
wouldnothave beensent.
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Figure5: Sequenceplot showing brokenSolarisretransmis-
sionbehavior, RTT = 680msec

seethepacketsarealsobeingretransmittedjusta few milliseconds
apart! (This behavior is manifestto the eagleeye in the slightly-
wide packet markingsfor times � ����� and � ��� 
 sec,appar-
ently in responseto thesecondsetof acksreceivedat thosetimes.)

All told, this connectionsent317packets,117of themretrans-
missions.20%of thepacketsweredroppedby thenetwork. How
hardthisconnectionhammeredotherssharingthenetwork path,we
canonly guess!But it is clearthatif Linux 1.0wereubiquitous,its
retransmissionbehavior wouldbring theInternetto its knees.

Thisproblemhasbeen�x edin laterLinux releases(
�

10).
Theadditionalsigni�cant waysin which Linux 1.0 differsfrom

the other implementationsin our study are: it acksevery packet
received (

�

9); it doesnot implementfast retransmission;and it
initializesssthreshto asinglepacket (MSS).Theselasttwo consid-
erablyimpedeperformance.

8.6 Solaris2.3/2.4TCP

Along with Linux, SolarisTCP is the otherindependentTCP im-
plementationin our study. tcpanaly knows abouttwo versions,
2.3 and2.4. The only differencewe observed betweenthe two is
that2.4�x esarelatively minorbug in 2.3'sackingpolicy.

Like Linux, the moststriking featureof Solaris2.3/2.4TCP is
its broken retransmissionbehavior. Dawsonet al. identi�ed that
Solarisusesanatypicallylow initial valueof about300msecfor its
retransmissiontimeout(RTO) [DJM97], which agreeswith Comer
andLin' s �nding concerningthe Solaris2.1 initial RTO [CL94].
Thisvalue,coupledwith dif�culties in adaptingthetimer to higher
RTTs, leadsto the broken retransmissionbehavior. For a connec-
tion with a longerRTT, theTCPis guaranteedto retransmitits �rst
packet, whetherneededor not. Suchan unnecessaryretransmis-
sionwouldbeonly aminorproblemif thetimerthenadaptedto the
RTT andraisedtheRTO,but it failsto doso,leadingto connections
riddledwith premature,unnecessaryretransmissions.

Figure 5 shows an exampleof the retransmissionproblemin
action. The senderis in California and the receiver is in the
Netherlands.Theround-triptime is about680msec,above thatof
200msecfor theinitial Solarisretransmittimer (but not pathologi-
cally large).TheSolarisTCPsendsalmostasmany retransmissions
asnew packets,yeteachretransmissionis completelyunnecessary!
(Theinitial SYN sentat � � � is not retransmitted,sinceit usesa
differentretransmissiontimer.) Furthermore,so many retransmis-
sionsaregeneratedthatit is dif�cult to �nd unambiguousRTT tim-
ings,whicharerequiredin orderto adaptthetimer [KP87]. While



the RTO doesindeeddoubleon multiple timeouts,it is restored
to its erroneouslysmall valueimmediatelyuponan acknowledge-
mentfor a retransmittedpacket, so it never hasmuchopportunity
to adapt.

As thepath's RTT increases,theproblemonly getsworse. For
example,we have observeda connectionwith a minimumRTT of
2.6secin which the�rst datapacket wasretransmitted5 times,the
seconddatapacket6 times,thethird 4 times,thefourth4 times,and
soon. All of theretransmissionswereneedless.Worseyet,because
they wereneedless,they eliciteddupacksfrom thereceiver, which
eventuallyreachedthelevel suf�cient to triggerfastretransmission,
generatingfurtherneedlessretransmissions!

Thus, Solaris2.3/2.4TCP can effectively increasethe overall
loadit presentsto any high-latency Internetpathby a factorof two
or evenmore. Unfortunately, many of themostheavily loadedIn-
ternetpaths—thosewith transcontinentallinks—have high laten-
cies. It would be interestingto learnwhatproportionof thetraf�c
onaveryheavily utilizedlink (suchastheU.K.–U.S.trans-Atlantic
cable)is dueto completelyunnecessaryretransmissions.

TheSolarisTCPmaintainersareawareof thisproblemandhave
issuedapatchto �x it.

SolarisTCPdiffersfrom theotherimplementationsin our study
in a numberof additionalways. First, it initializes ssthresh to�

� MSS.Fromtheperspectiveof network stability, thisis nicelycon-
servative, but from theperspective of performance,it impedesfast
transfersunlessthey arequitelengthy. Second,sometimeswhenit
receivesan ack, it retransmitsthe packet just after the ack rather
than the packet newly liberatedby the advanceof the window.
Theseretransmissionsdo not affect thecongestionwindow, nor do
they alterthenotionof whatnew datashouldbesentnext time the
window advances.Third, althoughthereis codein the implemen-
tationfor fastrecovery, dueto a logic bugit is only exercisedunder
rarecircumstances.

9 Observedreceiver behavior
In this sectionwe examinevariationsin the policies usedto ac-
knowledgenewly arrived data,andthe effectsof theseon perfor-
manceandcongestion.Webegin with adiscussionof how different
implementationsacknowledgein-sequencedata,the“normal” case
of a connectionproceedingsmoothly(

�

9.1). We thenlook at how
implementationsacknowledgeout-of-sequencedata:packetscom-
ing above or below asequencehole(

�

9.2).We�nish with ananal-
ysis of responsedelays, namelyhow long it takesa TCP receiver
to generateits acknowledgements(

�

9.3). Variationsin response
timescanintroduceasigni�cant noisetermfor sendersthatattempt
to measureround-triptimes(RTTs) to highresolution.

9.1 Acking in-sequencedata

WhenaTCPreceivesin-sequencedata,thereis abasictensionbe-
tweenacknowledgingit quickly, versuswaiting to seeif morein-
sequencedataarrivessothatasingleackcantakecareof acknowl-
edgingmultipledatapackets.Themoreacksthereceivergenerates,
themorenetwork resourcesits feedbackstreamconsumes;but also
themorelikely in thefaceof packet lossthatenoughackswill reach
thesenderthatit will notretransmitunnecessarily, andthesmoother
theresultingstreamof senderpackets.

TheTCPstandard[Br89] requiresthatacknowledgementsbede-
layednomorethan500msec,andthataTCPacknowledgeat least

every two full-sized segmentsit receives. tcpanaly classi�es
acksinto threecategories,thosefor lessthantwo full-sizedpackets
(“delayedacks”),thosefor two full-sizedpackets(“normalacks”),
andthosefor morethantwo full-sizedpackets(“stretchacks”).We
expect: delayedacksto incur considerabledelayastheTCPwaits
hopingfor moredatato acknowledge;normalacksto becommon-
placein any connectionwith signi�cant data�o w, andto take little
time to generate;andstretchacksto berare.

Delayed acks. All of theBSD-derived implementationsgener-
atedelayedackswithin 200 msecof receiving the corresponding
packet. Thesedelaysare furthermoreevenly distributedover the
range0 msecto 200msec,a consequenceof the implementations
usinga 200msec“heartbeat”timer. Every time the timer expires,
the TCP checksto seewhethernew datahasarrived but lessthan
two segment's worth,and,if so,generatesanack.Thefactthatthe
new datamayhavearrivedatany pointsincethelastheartbeatleads
to theevendistributionof thedelays.

Linux 1.0 alwaysimmediatelyacknowledgesnewly arrived in-
sequencedata,so by tcpanaly 's de�nition, all of its acksare
delayedacks.It usuallygeneratestheackwithin 1 msec.

SolarisTCP differs from the othersin that it usesa 50 msec
interval timer, scheduleduponthe arrival of eachpacket, instead
of a 200msecheartbeattimer. Onemight think thata shorterde-
lay would leadto betterperformancebecausethesenderwaitsless
beforereceiving the ack. However, for certainlink speeds,a low
valuesuchas 50 msecguaranteesthat every ack for in-sequence
data will be a delayedack, which is insteadcounter-productive
becausethe senderwinds up waiting longer for acksin termsof
the delay requiredto acknowledgetwo packets. Supposethe de-
lay timer is set for

�

seconds,the maximumrate of the Internet
path is � bytes/secand the datapackets have size � bytes. Then
whenever

�

������� , it is impossiblethat two full-sizeddatapack-
etswill arrive beforethe delaytimer expires.� Consequently, the
senderwill wait an extra

�

secondsfor the acknowledgementsof
every two packets. If

�

� 
�� msecand � � 
 � � bytes,thenfor
� � � � KB/sec the TCP will ack every packet even if they ar-
rive asfastaspossible.This rangeincludesthestill-quite-common
ratesof 56 Kbit/secand64 Kbit/sec. If, however,

�

� ����� msec,
thenonly for �	� � � 
 KB/secis thedelaysub-optimal.Thisratein-
cludessomeof today's modems,but no othercommonlyusedlink
technologies.

Normal acks.Wetermanack“normal” if it is for two full-sized
packets. Sinceour studyconcernsunidirectionalbulk transfer, we
expectthatmostof thetime thereceiving TCPwill have plentyof
opportunityto generatenormalacks.

BSD-derived TCPsdo not simply generateacknowledgements
every time they receive two in-sequence,full-sized packets. In-
stead,they generatetheacknowledgementswhenthereceiving ap-
plication processhasconsumedthat much data,even if the data
it consumedwasactuallydeliveredin earlierpackets. This means
that normalacksarenot alwayspromptly generated.We analyze
thetiming of their generationbelow in

�

9.3. Herewe simplynote
thatquitefrequentlythedelayin generationis verysmall.

SinceLinux 1.0TCPackseverypacket, it doesnotgeneratenor-
mal acks,by tcpanaly 's de�nition of “normal.” SolarisTCP
generatesnormalacksafter an initial slow-startsequence,but not
before(seebelow).

Stretch acks. Every implementationin our study except

�

Well, almostimpossible. It sometimeshappensdueto “timing com-
pression”by thenetwork afterthebottlenecklink, asdiscussedin [Pa97a].
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Figure6: Receiversequenceplot showing lulls duetoSolaris
ackingpolicy

Linux 1.0 sometimesgenerates“stretch” acksfor more than two
full-sizedpackets. We suspectmostof theseoccurbecauseof de-
lays in the applicationprocessconsumingthe newly arrived data.
For most implementations,stretchacksusuallywerefor no more
thanthreefull-sizedpackets.

SomeTCPs, however, were especiallyprone to large stretch
acks,particularly someof the IRIX sites. Theseinstanceswere
for themostpartintermittent,likely re�ecting periodsof heavy ver-
suslight load. SolarisTCP, however, generatesstretchacksquite
regularly. It apparentlyhasbeentunedsuchthat during the ini-
tial slow-startit generatesonly oneackfor eachincreasingly-large
“�ight” of packets. The ackscomeimmediatelyafter the endof
each�ight, indicatingthattheTCPkeepstrackof theexpectedsize
of eachslow-start�ight.

It seemsvery likely that this ackingbehavior wasdevelopedin
orderto maximizethroughputfor local-areanetworks. Theacking
policy, however, hasfour majordrawbacksfor wide-areanetwork
use. Theseareworth discussing,becauseat �rst blushwe might
�nd suchafrugalackpolicy attractivedueto its apparentef�ciency.

First, becauseeachack advancesthe window by increasingly
large amounts,the ackingbehavior leadsto progressively burstier
transmissionsby the sender, as it sendsmoreand more back-to-
backpacketsasfastasit can.

Next, becauseonly oneackis sentperround-triptime, thecon-
nectionlosestheusualbene�t of exponentialwindow-increasedur-
ing slow-start. On the

�

th slow-start�ight, theSolarisackingpol-
icy will leadto exactly

�

packetsin �ight. A policy of ack-every-
packet, on theotherhand,leadsto �

���

�

packetsin �ight, anenor-
mousdifferencewhentrying to fully utilize a network pathwith a
largebandwidth-delayproduct.

In addition,becauseonly oneackis sentperround-triptime,the
resultingconnectionsarebrittle in the faceof packet loss,which
is muchmoreprevalentin wide-areanetworks thanlocal-areanet-
works.If theackis lostthenthedata/ack“pipeline” mustshutdown
with anotherwiseunnecessary, expensive(in termsof performance)
retransmissiontimeout.

Finally, theSolarisackingpolicy is provablysub-optimalin the
following sense.Oneof the goalsof a solid implementationof a
transportprotocolsuchasTCPshouldbethat,in theabsenceof any
competingnetwork traf�c, a transportconnectionshouldquickly
reacha statein which it deliverspacketsto thereceiving endcon-
tinuouslyandat the availablebandwidth. Yet the Solarisacking
policy cannotachieve this goal, even if we allow its linear slow-
startwindow increasediscussedabove to qualify as“quickly.”
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Figure7: More frequentacking“�lling thepipe”

The fundamentalproblemis that, regardlessof how large the
slow-start �ight grows, it always eventually comesto an end, at
whichpointtheSolarisTCPsendsthesoleackfor that�ight. While
thatack is traversingthenetwork backto thesender, thesenderis
perforcedoingnothing, becauseit hasalreadysentits entire�ight
andcannotsendany moredatauntil anackarrivesto advancethe
window. Thus,theSolarisackingpolicy guaranteesthatalull equal
to the round-triptime will accommodateeach�ight of data. The
receiver will never seea continuousstreamof packetsarriving at
theavailablebandwidth!

Figure6 illustratesthis problem. This connectionhasan RTT
of 44 msec,anda T1 bandwidthlimit of 170Kbyte/sec.Thus,the
connection's bandwidth-delayproductis about8 Kbyte, so if the
sendingTCPhasthismuchdatain �ight atonetime,ordinarilythat
would suf�ce to “�ll thepipe” andcompletelyutilize theavailable
bandwidth.Neartheendof theconnection,it hasmorethan8Kbyte
in �ight, andyet still doesnot achieve full utilization, andnever
will, dueto the44msecdelaysincurredat theendof each�ight.

Other acking policies avoid this problem because,by acking
moreoften, they canensure(for a large enoughwindow) that the
senderwill haveadditionaldataalreadyin �ight by thetimethecur-
rent �ight ends.As thewindow grows, thepacketsfrom this next
�ight will arrivecloserandcloserto theendof the�rst �ight, until
eventuallythedistinctionbetween�ights blursandtheconnection
settlesinto a continuousstreamof arriving datapackets. Figure7
shows sucha connection,with thesamesenderasin Figure6 (but
with threetimestheRTT, which is why theconnectionstartsmore
slowly).

9.2 Acking out-of-sequencedata

When a TCP receives a packet with out-of-sequencedata, it ei-
ther mustgeneratean ack, if the datacorrespondsto dataalready
acknowledged,whichwe term“below sequence”;or shouldgener-
atean ack, if the datais for a sequencenumberbeyond what has
beenpreviously acknowledged,which we term “above sequence”
[Br89]. In both cases,the ack generatedis for the highestin-
sequencedatareceived.

Of theTCPsin ourstudy, only SunOS4.1exhibitedunusualbe-
havior whenreceiving out-of-sequencedata.While it generallywill
immediatelyackbelow-sequencepackets,it doesnotalwaysdoso,
and it never immediatelyacksabove-sequencepackets. Instead,
it apparentlychecksuponeachexpirationof the 200 msecdelay-
ack heartbeattimer whetherany above-sequence(or, sometimes,
below-sequence)datahasarrived. If so, it generatesa singledup



ackre�ecting its currentupper-sequencelimit. Consequently, con-
nectionswith SunOSreceiversnever haveanopportunityto utilize
fastretransmission,apotentiallysigni�cant lossof performance.

9.3 Responsedelays
Whenmeasuringa network connectionit is generallymuch eas-
ier to do so from a single endpointthan to coordinatemeasure-
mentat bothendpoints,becausecoordinationcanbecomplex, and
becauseoften one haseasyaccessto only one of the endpoints.
Consequently, wearevery interestedin thedegreeto whichsingle-
endpointmeasurementcanyield accurateresults. In [Pa97a], we
explore in detail someof the dif�culties of single-endpointmea-
surement,namelythatmany Internetpathproperties,suchasdelay
andlossrate,areoftenasymmetricin thepath's two directions.In
this section,we look at theproblemof a TCPsenderattemptingto
assessnetwork round-triptimes(RTTs) basedon measurementsof
thedifferencein timebetweenwhenadatapacket is sentandwhen
the correspondingacknowledgementarrives. An exampleof such
measurementsis thecongestioncontrolschemeusedby TCPVegas
[BOP94],whichinfershow thesender'swindow changesareaffect-
ing thequeueingdelaysin thenetwork by inspectingtheassociated
RTT timings.As developedin [BOP94],theRTT timingsaremade
solely by the sender.

�

Not needingto rely on cooperationby the
receiver in makingthesemeasurementsis a greatboonbecauseit
immenselydiminishestheproblemof deployingtheschemein the
faceof theInternet's hugeinstalledbaseof TCPimplementations;
but it carrieswith it the risk of having to make control decisions
basedon considerablylesspreciseinformationthancould be ob-
tainedif thereceiver cooperated.

In addition to path asymmetries,anotherproblemfor a TCP
senderin accuratelyassessingRTTs is the remoteTCP's response
delay: how much time it takes to generatean ack for newly re-
ceived data. The variationin the delaysdirectly affectsthe preci-
sionwith whichasendingTCPcanmeasureRTTs,becausewithout
thereceiver'scooperation,thesendingTCPhasnowayof knowing
which elementsof RTT variation are in fact due to network dy-
namics. Hence,the sendermustcontendwith considerablenoise
in its RTT measurements,perhapsenoughto renderimpracticalac-
curateassessmentof thenetwork's stateif usingsender-only mea-
surement.

We do not concernourselvesin this sectionwith themeantime
a TCP takes to generatean acknowledgement,as this contributes
nothingto errorsin measuringdelayvariation.

�

We alsoassume
that thesendercaneliminateoneof thecommonsourcesof delay
variation, namelydelayedacks. Theseare easyto spot because
any time anackis received thatadvancesthewindow by lessthan
two full-sizedpackets,theackwaspotentiallydelayed.Wecon�ne
ourselvesto thecommon,simplecaseof thetimetakenby different
TCPsto generate“normal” acks(

�

9.1).
For our traces,we �nd abouttwo thirds of the time that � , the

standarddeviation of the responsedelay, is below 1 msec. These
casesaregoodnews for sender-basedmeasurement.However, the
meanvalue for � wasabout5 msec,andfor the one-thirdof the
traceswith ��� � msec,themean� climbsto 15msec.

We concludethatfor high-precision,sender-only RTT measure-
ment,theackresponsedelayswill oftennot prove animpediment;

�

Theirschemecouldbeextendedto includemeasurementsmadeby the
TCPreceiver.

�

Themeanresponsedelaywaslessthan1 msecin abouttwo thirdsof
our traces,andlessthan10msecin about95%of our traces.

but sometimesthey will, meaningthat the intrinsic measurement
errorswill belargeenoughto possiblyswampany truenetwork ef-
fectswe wish to quantify. Here,“often not” is roughly 2/3 of the
time, “sometimesthey will” is 1/3 of thetime,and“largeenough”
is on theorderof 15 msec.Naturally, thepoint at which thenoise
impairs measurementand control dependson the particulartime
constantsassociatedwith the connection,andwith what informa-
tion theTCPwishesto derive from its measurements.

10 Behavior of additional TCPs

Our analysisof TCP behavior revealedtwo implementationswith
signi�cant problems:Linux 1.0 andSolaris2.3/2.4. Theseimple-
mentationswerealso the only independently-writtenones. Thus
we �nd a striking dichotomybetweenimplementationsexhibiting
seriousproblems,andthosethat do not: the former werewritten
independently, thelatterbuilt upontheTahoe/Renocodebase.

We interpret this differenceas highlighting that implementing
TCP correctly is extremelydif�cult. The Tahoe/Renoimplemen-
tationsbene�tedfrom extensive developmentandtestingby a host
of TCPexperts.However, to testour hypothesisthatimplementing
TCP independentlyis dif�cult andfraughtwith error, we needto
examineother independentimplementations.To do so, we gath-
eredtracesof threeadditionalTCPs: Windows NT, Windows 95,
andTrumpet/Winsock,all implementationsfor personalcomputers.
Wealsoobtainedtracesof Linux 2.0.30andLinux 2.1.36,sincethe
Linux TCP underwentmajor revision betweenrelease1.0 andre-
lease2.0.

WindowsNT TCP andWindows95 TCP. Subsequentto gath-
eringourtraces,weweretold by theWindowsNT andWindows95
TCPdevelopersthatthey areactuallythesameimplementation,so
we discussthemheretogether. We inspected14 tracesof theTCP,
six of it receiving dataandeightof it sendingdata.Wefoundnose-
riousproblems.It doesnotdofastretransmit,but thisonly impedes
its own performance;it doesnot affect network stability (if any-
thing, it abetsstability). The only unusualaspectsof its behavior
we found,all minor, arethat: (i) its congestionwindow appearsto
be initialized to theMSSvalueit offers, ratherthanthenegotiated
MSS,sameassomeRenovariants(

�

8.3); (ii) it ignoresFIN bits
presentonpacketsthatarriveabove-sequence,requiringtheFIN to
be retransmitted(Solaris2.3 alsodoesthis); and (iii) it doesnot
alwaysimmediatelyacknowledgebelow-sequencepackets.

Trumpet/Winsock TCP. The last independentlyimplemented
TCPwe studiedwasTrumpet/Winsock. We obtained13 tracesof
versions2.0band3.0c. We did not detectany differencebetween
the two, even thoughthe releasenotesof 3.0c indicatedit �x ed a
retransmissionproblemwith version2.

The�rst problemTrumpet/WinsockTCPexhibits is thatit skips
the initial slow start. It further skipsslow start after timeoutre-
transmission.We did observe someapparentslow-startsequences
after retransmissiontimeouts(thoughduplicateacksreceived dur-
ing thesequencesadvancedthecongestionwindow), indicatingthat
thenotionof enteringslow startafter timeoutis presentin the im-
plementation,but incorrectlyimplemented.Theretransmissionse-
quenceshadoneotherunusualaspect,whichis thatthey beganwith
thetransmissionof apacket followed10mseclaterby aretransmis-
sionof thatsamepacket.

In addition,its ackingis entirely timer-driven,incurringsimilar
performanceimplicationsasfor Solaris(

�

9.1). Finally, it discards
anyabove-sequencedatait receives. Figure8 showsthissurprising
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Figure 8: Trumpet/Winsock receiver discarding above-
sequencedata

de�ciency. The tracewas capturedat the Trumpet/Winsockside
of a connectionin which the TCP was receiving a bulk transfer.
Shortly after � � �

�

� 
 , a sequencehole forms due to a packet
having beendroppedby the network. 13 morepacketsfollow, all
arriving safely,

�

yet theTCPdoesnot generateany duplicateacks
indicatingtheir reception.Whenthe lost packet is �nally retrans-
mitteddueto a timeout,we �nd it doesnot �ll theholepreviously
created,whichwouldleadto theTCPacknowledgingbothit andthe
13 previously received packets. Instead,only it is acknowledged,
andasadditionalpackets(alreadysafelyreceived) areretransmit-
ted,they too form thelimit of theacknowledgeddata.

Thus,the TCP hasthrownawayall of the additionalpackets it
receivedabove thesequencehole!

Thesebehaviorshavestrong,adverseimpactsonnetwork stabil-
ity. Skippingslow start initially andafter lossmeansthat Trum-
pet/Winsock data transferscan presentheavy burstsof traf�c to
the network when it lacks the resourcesto acceptthem. It vio-
latesthe standard[Br89]. Acking only whena timer expirescan
lead to excessive, unnecessaryretransmissionswhena singleack
for many packets is droppedby the network. It alsoviolatesthe
standard.Finally, discardingsuccessfully-receivedabove-sequence
datawastesnetwork resourcesas the other TCP must resendall
of the dataagain. This behavior, while stronglydiscouragedby
[Br89,

�

4.2.2.20],is notstrictly forbidden,presumablyto avoid in-
de�nitely tying up resourcesin the receiving TCP in caseswhere
connectivity is lostwith thesender.

Linux version 2. Aidedby theLinux TCPdevelopers,wegath-
ered65tracesof Linux version2 (releases2.0.30and2.1.36,which
we analyzedas a singleversion). As notedabove, betweenver-
sion 1 and version2, the Linux TCP underwentmajor revision.
Linux version2: (i) doesnotsuffer from theseriousretransmission
problemdiscussedin

�

8.5; (ii) implementsfastretransmitandfast
recovery; (iii) implementsdelayedacks;and(iv) initializesssthresh
to a largevalue,ratherthanto only two packets.

We alsofoundthatLinux version2 useshigher-resolutionRTT
measurements,resulting in �ner -grainedretransmissiontimeout
valuesthanthoseof BSD-derived TCPs. The TCP alsomeasures
everypacket'sRTT for usein its RTOcomputation,ratherthanonly
onepacket per �ight asis doneby BSD TCPs. In addition,Linux
version2's RTO computationincludesadditionaltermsto increase
theRTO to accountfor the congestionwindow size. We have not
evaluatedwhethertheresultingRTOvaluescanleadto unnecessary
retransmissions,or if they simply allow theTCPto respondfaster

�

Weveri�ed theirchecksumsby capturingtheentirepacket contents.

to loss.
Finally, we observed two implementationproblems(bothcom-

municatedto theimplementors).The�rst is thattheTCPexecutes
fast retransmissionuponreceiving two duplicateacksratherthan
three—aconsequenceof misinterpretinga descriptionof thealgo-
rithm. In [Pa97a]weanalyzetheeffectsof thischangeand�nd that
it resultsin up to 70% morefastretransmissionopportunities,but
alsoleadsto threetimesasmany unnecessaryretransmissions,be-
causeof theprevalenceof out-of-orderdatapacket delivery in the
Internet.

The secondproblem is that when ssthresh is set in response
to detectingcongestion,it is assignedto cwnd/2, rather than

������� cwnd
�

rcvwin� ��� . Consequently, if a connectionis receiver
window-limited andcwnd hasgrown signi�cantly beyond the re-
ceiverwindow, thenssthreshmighteffectively becut little or notat
all whencongestionoccurs.

11 Conclusions

tcpanaly holdspromiseasavaluabletool for analyzingTCPbe-
havior, usefulbothin its own right for diagnosingperformanceand
congestionproblems,and alsoas a way to accountfor the sepa-
rateeffectson a connection's dynamicsof thebehavior of theTCP
endpointsversusthatof theconnection's Internetpath. We regard
tcpanaly 's developmentas not fully satisfyingbecauseof our
inability to write the tool in termsof one-passanalysisof generic
TCPactions(

�

4), but thetriple impedimentsof packet �lter errors,
vantagepointambiguities,andwidebehavioral variationacrossdif-
ferentTCPimplementationsmakesthisdif�cult to achieve.

We �nd theresultinginsightsgainedinto thebehavior of differ-
ent TCPsquite interesting. Not only do someTCPsimpair their
own performanceor thatof their connectionpeersby their sending
andreceiving behavior, but someof the TCPsfail to observe the
fundamentalcongestionmanagementrequirementsof cutting the
congestionwindow upon a loss, initially retransmittingonly one
packet,andretainingdatareceivedabove asequencehole.Thesta-
bility of the Internetrelieson the goodcongestionbehavior of its
participatingTCPs,yet we �nd this is oftenlacking. Furthermore,
weobservedthatall of theTCPswith seriouscongestionproblems
werewritten independently, while thoseof BSD lineagehave only
relatively minor problems. This last �nding stronglyarguesthat
implementingTCP correctlyis exceptionallydif�cult. Given that
Internetstability relieson TCP correctness,it thereforebehooves
the Internetcommunityto take energetic stepstowardsproviding
toolsandreferenceimplementationsto aidtheeffortsof implemen-
tors.
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